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1 Theory of Agents and Messages for Security

Protocols
theory Message

imports Main
begin

lemma [simp] : "A U (B U A) =B U A"
by blast

type_synonym

key = nat

consts
all_symmetric :: bool — true if all keys are symmetric
invKey :: "key=>key" — inverse of a symmetric key

specification (invKey)
invKey [simp]: "invKey (invKey K) = K"
invKey_symmetric: "all_symmetric —-> invKey = id"
by (rule exI [of _ id], auto)

The inverse of a symmetric key is itself; that of a public key is the private key
and vice versa

definition symKeys :: "key set" where
"symKeys == {K. invKey K = K}"

datatype — We allow any number of friendly agents
agent = Server | Friend nat | Spy

datatype

msg = Agent agent — Agent names
| Number nat — Ordinary integers, timestamps, ...
| Nonce nat — Unguessable nonces
| Key key — Crypto keys
| Hash msg — Hashing
| MPair msg msg — Compound messages
| Crypt key msg — Encryption, public- or shared-key

Concrete syntax: messages appear as —A B,NA— etc...

syntax
”_MTuple” s H[}a, args] => )a * )bu (”(2{/_,/ _/})H)

syntax (xsymbols)

”_MTuple” . H[}a, args] => ‘g *x ’p" (u(z{[_’/ _]})u)
translations

"{Ix, y, zl}" == "{|x, {ly, z|}I}"

"{Ix, yl+" == "CONST MPair x y"

definition HPair :: "[msg,msg] => msg" ("(4Hash[_] /_)" [0, 1000]) where



141 THEORY OF AGENTS AND MESSAGES FOR SECURITY PROTOCOLS

— Message Y paired with a MAC computed with the help of X
"Hash[X] Y == {| Hash{|X,YI}, Y[}"

definition keysFor :: "msg set => key set" where

— Keys useful to decrypt elements of a message set
"keysFor H == invKey ¢ {K. 3X. Crypt K X € H}"

1.0.1 Inductive Definition of All Parts” of a Message

inductive_set

parts :: "msg set => msg set"
for H :: "msg set"
where

Inj [intro]: "X € H==>X € parts H"
| Fst: "{IX,Y|} € parts H ==> X € parts H"
| Snd: "{IX,Y|} € parts H ==>Y € parts H"
| Body: "Crypt K X € parts H ==> X € parts H"

Monotonicity

lemma parts_mono: "G C H ==> parts(G) C parts(H)"
apply auto

apply (erule parts.induct)

apply (blast dest: parts.Fst parts.Snd parts.Body)+
done

Equations hold because constructors are injective.
lemma Friend_image_eq [simp]: "(Friend x € Friend‘4) = (x:4)"

by auto

lemma Key_image_eq [simp]: "(Key x € Key‘A) = (xcA)"
by auto

lemma Nonce_Key_image_eq [simp]: "(Nonce x ¢ Key‘A)"
by auto
1.0.2 Inverse of keys

lemma invKey_eq [simp]: "(invKey K = invKey K’) = (K=K’)"
by (metis invKey)

1.1 keysFor operator

lemma keysFor_empty [simp]: "keysFor {} = {}"
by (unfold keysFor_def, blast)

lemma keysFor_Un [simp]: "keysFor (H U H’) = keysFor H U keysFor H’"
by (unfold keysFor_def, blast)

lemma keysFor_UN [simp]: "keysFor (|Ji€A. H i) = (|Ji€A. keysFor (H i))"
by (unfold keysFor_def, blast)

Monotonicity

lemma keysFor_mono: "G C H ==> keysFor(G) C keysFor(H)"
by (unfold keysFor_def, blast)
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lemma keysFor_insert_Agent [simp]: "keysFor (insert (Agent A) H)
H”
by (unfold keysFor_def, auto)

keysFor

lemma keysFor_insert_Nonce [simp]: "keysFor (insert (Nonce N) H) = keysFor
H“
by (unfold keysFor_def, auto)

lemma keysFor_insert_Number [simp]: "keysFor (insert (Number N) H) = keysFor
H”
by (unfold keysFor_def, auto)

lemma keysFor_insert_Key [simp]: "keysFor (insert (Key K) H) = keysFor H"
by (unfold keysFor_def, auto)

lemma keysFor_insert_Hash [simp]: "keysFor (insert (Hash X) H) = keysFor
H"
by (unfold keysFor_def, auto)

lemma keysFor_insert_MPair [simp]: "keysFor (insert {|X,Y|} H) = keysFor
Hll
by (unfold keysFor_def, auto)

lemma keysFor_insert_Crypt [simp]:
"keysFor (insert (Crypt K X) H) = insert (invKey K) (keysFor H)"
by (unfold keysFor_def, auto)

lemma keysFor_image_Key [simp]: "keysFor (Key‘E) = {}"
by (unfold keysFor_def, auto)

lemma Crypt_imp_invKey_keysFor: "Crypt K X € H ==> invKey K € keysFor H"
by (unfold keysFor_def, blast)

1.2 Inductive relation ”parts”

lemma MPair_parts:
"[l {IX,Y|} € parts H;
[l X € parts H; Y € parts H |] ==> P |] ==> P"
by (blast dest: parts.Fst parts.Snd)

declare MPair_parts [elim!] parts.Body [dest!]

NB These two rules are UNSAFE in the formal sense, as they discard the com-
pound message. They work well on THIS FILE. MPair_parts is left as SAFE
because it speeds up proofs. The Crypt rule is normally kept UNSAFE to avoid
breaking up certificates.

lemma parts_increasing: "H C parts(H)"
by blast

lemmas parts_insertI = subset_insertI [THEN parts_mono, THEN subsetD]

lemma parts_empty [simp]: "parts{} = {}"
apply safe
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apply (erule parts.induct, blast+)
done

lemma parts_emptyE [elim!]: "X& parts{} ==> P"
by simp

WARNING: loops if H =Y, therefore must not be repeated!

lemma parts_singleton: "X€ parts H ==> 3JY€H. X& parts {Y}"
by (erule parts.induct, fast+)

1.2.1 Unions

lemma parts_Un_subsetl: "parts(G) U parts(H) C parts(G U H)"
by (intro Un_least parts_mono Un_upperl Un_upper2)

lemma parts_Un_subset2: "parts(G U H) C parts(G) U parts(H)"
apply (rule subsetI)

apply (erule parts.induct, blast+)

done

lemma parts_Un [simp]: "parts(G U H) = parts(G) U parts(H)"
by (intro equalityl parts_Un_subsetl parts_Un_subset2)

lemma parts_insert: "parts (insert X H) = parts {X} U parts H"
by (metis insert_is_Un parts_Un)

TWO inserts to avoid looping. This rewrite is better than nothing. Not suitable
for Addsimps: its behaviour can be strange.

lemma parts_insert2:
"parts (insert X (insert Y H)) = parts {X} U parts {Y} U parts H"
by (metis Un_commute Un_empty_right Un_insert_right insert_is_Un parts_Un)

lemma parts_UN_subsetl: "(|Jx€A. parts(H x)) C parts(|Jx€A. H x)"
by (intro UN_least parts_mono UN_upper)

lemma parts_UN_subset2: "parts(|Jx€A. H x) C (|Jx€A. parts(H x))"
apply (rule subsetI)

apply (erule parts.induct, blast+)

done

lemma parts_UN [simp]: "parts(|Jx€A. H x) = (|Jx€A. parts(H x))"
by (intro equalityl parts_UN_subsetl parts_UN_subset2)

Added to simplify arguments to parts, analz and synth. NOTE: the UN versions
are no longer used!

This allows blast to simplify occurrences of parts (6 U H) in the assumption.

lemmas in_parts_UnE = parts_Un [THEN equalityD1, THEN subsetD, THEN UnE]

declare in_parts_UnE [elim!]

lemma parts_insert_subset: "insert X (parts H) C parts(insert X H)"
by (blast intro: parts_mono [THEN [2] rev_subsetD])
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1.2.2 Idempotence and transitivity

lemma parts_partsD [dest!]: "X€ parts (parts H) ==> X€ parts H"
by (erule parts.induct, blast+)

lemma parts_idem [simp]: "parts (parts H) = parts H"
by blast

lemma parts_subset_iff [simp]: "(parts G C parts H) = (G C parts H)"
by (metis parts_idem parts_increasing parts_mono subset_trans)

lemma parts_trans: "[| X€ parts G; G C parts H |] ==> X€ parts H"
by (metis parts_subset_iff set_mp)

Cut

lemma parts_cut:
"[| Ye parts (insert X G); X€& parts H |] ==> Y€ parts (G U H)"
by (blast intro: parts_trans)

lemma parts_cut_eq [simp]: "X€& parts H ==> parts (insert X H) = parts H"
by (metis insert_absorb parts_idem parts_insert)

1.2.3 Rewrite rules for pulling out atomic messages

lemmas parts_insert_eq_I = equalityIl [OF subsetI parts_insert_subset]

lemma parts_insert_Agent [simp]:
"parts (insert (Agent agt) H) = insert (Agent agt) (parts H)"
apply (rule parts_insert_eq_I)
apply (erule parts.induct, auto)
done

lemma parts_insert_Nonce [simp]:
"parts (insert (Nonce N) H) = insert (Nonce N) (parts H)"
apply (rule parts_insert_eq_I)
apply (erule parts.induct, auto)
done

lemma parts_insert_Number [simp]:
"parts (insert (Number N) H) = insert (Number N) (parts H)"
apply (rule parts_insert_eq_I)
apply (erule parts.induct, auto)
done

lemma parts_insert_Key [simp]:
"parts (insert (Key K) H) = insert (Key K) (parts H)"
apply (rule parts_insert_eq_I)
apply (erule parts.induct, auto)
done

lemma parts_insert_Hash [simp]:

"parts (insert (Hash X) H) = insert (Hash X) (parts H)"
apply (rule parts_insert_eq_I)
apply (erule parts.induct, auto)
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done

lemma parts_insert_Crypt [simp]:
"parts (insert (Crypt K X) H) = insert (Crypt K X) (parts (insert X H))"
apply (rule equalityI)
apply (rule subsetI)
apply (erule parts.induct, auto)
apply (blast intro: parts.Body)
done

lemma parts_insert_MPair [simp]:

"parts (insert {[|X,Y|} H) =

insert {/X,Y|} (parts (insert X (insert Y H)))"

apply (rule equalityI)
apply (rule subsetI)
apply (erule parts.induct, auto)
apply (blast intro: parts.Fst parts.Snd)+
done

lemma parts_image_Key [simp]: "parts (Key‘N) = Key‘N"
apply auto

apply (erule parts.induct, auto)

done

In any message, there is an upper bound N on its greatest nonce.

lemma msg_Nonce_supply: "3IN. Vn. N<n --> Nonce n ¢ parts {msg}"
apply (induct msg)
apply (simp_all (no_asm_simp) add: exI parts_insert2)

Nonce case
apply (metis Suc_n_not_le_n)
MPair case: metis works out the necessary sum itself!

apply (metis le_trans nat_le_linear)
done

1.3 Inductive relation ”analz”

Inductive definition of "analz” — what can be broken down from a set of mes-
sages, including keys. A form of downward closure. Pairs can be taken apart;
messages decrypted with known keys.

inductive_set

analz :: "msg set => msg set"
for H :: "msg set"
where

Inj [intro,simp] : "X € H==>X € analz H"
| Fst: "{|X,Y|} € analz H ==> X € analz H"
| Snd: "{|X,Y|} € analz H ==> Y € analz H"

| Decrypt [dest]:
"[ICrypt K X € analz H; Key(invKey K): analz H|] ==> X € analz
H”

Monotonicity; Lemma 1 of Lowe’s paper
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lemma analz_mono: "GCH ==> analz(G) C analz(H)"
apply auto

apply (erule analz.induct)

apply (auto dest: analz.Fst analz.Snd)

done

Making it safe speeds up proofs

lemma MPair_analz [elim!]:
"[l {IX,Y|} € analz H;
[| X € analz H; Y € analz H |] ==> P
17 == pr
by (blast dest: analz.Fst analz.Snd)

lemma analz_increasing: "H C analz(H)"
by blast

lemma analz_subset_parts: "analz H C parts H"
apply (rule subsetI)

apply (erule analz.induct, blast+)

done

lemmas analz_into_parts = analz_subset_parts [THEN subsetD]

lemmas not_parts_not_analz = analz_subset_parts [THEN contra_subsetD]

lemma parts_analz [simp]: "parts (analz H) = parts H"
by (metis analz_increasing analz_subset_parts equalityl parts_mono parts_subset_iff)

lemma analz_parts [simp]: "analz (parts H) = parts H"
apply auto

apply (erule analz.induct, auto)

done

lemmas analz_insertI = subset_insertI [THEN analz_mono, THEN [2] rev_subsetD]

1.3.1 General equational properties

lemma analz_empty [simp]: "analz{} = {}"
apply safe

apply (erule analz.induct, blast+)

done

Converse fails: we can analz more from the union than from the separate parts,
as a key in one might decrypt a message in the other

lemma analz_Un: "analz(G) U analz(H) C analz(G U H)"
by (intro Un_least analz_mono Un_upperl Un_upper2)

lemma analz_insert: "insert X (analz H) C analz(insert X H)"
by (blast intro: analz_mono [THEN [2] rev_subsetD])

1.3.2 Rewrite rules for pulling out atomic messages

lemmas analz_insert_eq_I = equalityI [OF subsetI analz_insert]
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lemma analz_insert_Agent [simp]:
"analz (insert (Agent agt) H) = insert (Agent agt) (analz H)"
apply (rule analz_insert_eq_I)
apply (erule analz.induct, auto)
done

lemma analz_insert_Nonce [simp]:
"analz (insert (Nonce N) H) = insert (Nonce N) (analz H)"
apply (rule analz_insert_eq_I)
apply (erule analz.induct, auto)
done

lemma analz_insert_Number [simp]:
"analz (insert (Number N) H) = insert (Number N) (analz H)"
apply (rule analz_insert_eq_I)
apply (erule analz.induct, auto)
done

lemma analz_insert_Hash [simp]:
"analz (insert (Hash X) H) = insert (Hash X) (analz H)"
apply (rule analz_insert_eq_I)
apply (erule analz.induct, auto)
done

Can only pull out Keys if they are not needed to decrypt the rest

lemma analz_insert_Key [simp]:
"K ¢ keysFor (analz H) ==>
analz (insert (Key K) H) = insert (Key K) (analz H)"
apply (unfold keysFor_def)
apply (rule analz_insert_eq_I)
apply (erule analz.induct, auto)
done

lemma analz_insert_MPair [simp]:

"analz (insert {|X,Y|} H) =

insert {/X,Y|} (analz (insert X (insert Y H)))"

apply (rule equalityI)
apply (rule subsetI)
apply (erule analz.induct, auto)
apply (erule analz.induct)
apply (blast intro: analz.Fst analz.Snd)+
done

Can pull out enCrypted message if the Key is not known

lemma analz_insert_Crypt:

"Key (invKey K) ¢ analz H

==> analz (insert (Crypt K X) H) = insert (Crypt K X) (analz H)"
apply (rule analz_insert_eq_I)
apply (erule analz.induct, auto)

done

lemma lemmal: "Key (invKey K) € analz H ==>
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analz (insert (Crypt K X) H) C

insert (Crypt K X) (analz (insert X H))"
apply (rule subsetI)
apply (erule_tac x = x in analz.induct, auto)
done

lemma lemma2: "Key (invKey K) € analz H ==>
insert (Crypt K X) (analz (insert X H)) C
analz (insert (Crypt K X) H)"

apply auto

apply (erule_tac x = x in analz.induct, auto)

apply (blast intro: analz_insertI analz.Decrypt)

done

lemma analz_insert_Decrypt:
"Key (invKey K) € analz H ==
analz (insert (Crypt K X) H) =
insert (Crypt K X) (analz (insert X H))"
by (intro equalityIl lemmal lemma2)

Case analysis: either the message is secure, or it is not! Effective, but can cause
subgoals to blow up! Use with split_if; apparently split_tac does not cope
with patterns such as analz (insert (Crypt K X) H)

lemma analz_Crypt_if [simp]:
"analz (insert (Crypt K X) H) =
(if (Key (invKey K) € analz H)
then insert (Crypt K X) (analz (insert X H))
else insert (Crypt K X) (analz H))"
by (simp add: analz_insert_Crypt analz_insert_Decrypt)

This rule supposes ”for the sake of argument” that we have the key.

lemma analz_insert_Crypt_subset:
"analz (insert (Crypt K X) H) C
insert (Crypt K X) (analz (insert X H))"
apply (rule subsetI)
apply (erule analz.induct, auto)
done

lemma analz_image_Key [simp]: "analz (Key‘N) = Key‘N"
apply auto

apply (erule analz.induct, auto)

done

1.3.3 Idempotence and transitivity
lemma analz_analzD [dest!]: "X€ analz (analz H) ==> X€ analz H"

by (erule analz.induct, blast+)

lemma analz_idem [simp]: "analz (analz H) = analz H"
by blast

lemma analz_subset_iff [simp]: "(analz G C analz H) = (G C analz H)"
by (metis analz_idem analz_increasing analz_mono subset_trans)
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lemma analz_trans: "[| X€ analz G; G C analz H |] ==> X€ analz H"
by (drule analz_mono, blast)

Cut; Lemma 2 of Lowe

lemma analz_cut: "[| Y€ analz (insert X H); X€ analz H |] ==> Y€ analz
H”
by (erule analz_trans, blast)

This rewrite rule helps in the simplification of messages that involve the for-
warding of unknown components (X). Without it, removing occurrences of X
can be very complicated.

lemma analz_insert_eq: "X€ analz H ==> analz (insert X H) = analz H"
by (metis analz_cut analz_insert_eq_I insert_absorb)

A congruence rule for ”analz”

lemma analz_subset_cong:
"[| analz G C analz G’; analz H C analz H’ |]
==> analz (G U H) C analz (G’ U H’)"
by (metis Un_mono analz_Un analz_subset_iff subset_trans)

lemma analz_cong:
"[| analz G = analz G’; analz H = analz H’ []
==> analz (G U H) = analz (G’ U H’)"

by (intro equalityl analz_subset_cong, simp_all)

lemma analz_insert_cong:
"analz H = analz H’ ==> analz(insert X H) = analz(insert X H’)"
by (force simp only: insert_def intro!: analz_cong)

If there are no pairs or encryptions then analz does nothing

lemma analz_trivial:
"[| VX Y. {IX,Y|} ¢ H; VXK. Crypt KX ¢ H |] ==> analz H = H"
apply safe
apply (erule analz.induct, blast+)
done

These two are obsolete (with a single Spy) but cost little to prove...

lemma analz_UN_analz_lemma:
"X€ analz (|Ji€A. analz (H i)) ==> X€ analz (|Ji€A. H i)"
apply (erule analz.induct)
apply (blast intro: analz_mono [THEN [2] rev_subsetD])+
done

lemma analz_UN_analz [simp]: "analz (|Ji€A. analz (H i)) = analz (|Ji€A.
H i)”
by (blast intro: analz_UN_analz_lemma analz_mono [THEN [2] rev_subsetD])

1.4 Inductive relation ”synth”

Inductive definition of ”synth” — what can be built up from a set of messages.
A form of upward closure. Pairs can be built, messages encrypted with known
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keys. Agent names are public domain. Numbers can be guessed, but Nonces
cannot be.

inductive_set

synth :: "msg set => msg set"

for H :: "msg set"

where

Inj [intro]: "X € H==>X € synth H"

| Agent [intro]: "Agent agt € synth H"

| Number [intro]: "Number n € synth H"

| Hash  [intro]: "X € synth H ==> Hash X € synth H"

| MPair [intro]: "[|X € synth H; Y € synth H|] ==> {|X,Y|} € synth
H”

| Crypt [intro]: "[|X € synth H; Key(K) € H|] ==> Crypt K X € synth
Hll
Monotonicity

lemma synth_mono: "GCH ==> synth(G) C synth(H)"
by (auto, erule synth.induct, auto)

NO Agent_synth, as any Agent name can be synthesized. The same holds for
Number

inductive_simps synth_simps [iff]:
"Nonce n € synth H"
"Key K € synth H"
"Hash X € synth H"
"{IX,Y|} € synth H"
"Crypt K X € synth H"

lemma synth_increasing: "H C synth(H)"
by blast

1.4.1 Unions

Converse fails: we can synth more from the union than from the separate parts,
building a compound message using elements of each.

lemma synth_Un: "synth(G) U synth(H) C synth(G U H)"
by (intro Un_least synth_mono Un_upperl Un_upper2)

lemma synth_insert: "insert X (synth H) C synth(insert X H)"
by (blast intro: synth_mono [THEN [2] rev_subsetD])

1.4.2 Idempotence and transitivity
lemma synth_synthD [dest!]: "X€ synth (synth H) ==> X€ synth H"
by (erule synth.induct, auto)

lemma synth_idem: "synth (synth H) = synth H"
by blast

lemma synth_subset_iff [simp]: "(synth G C synth H) = (G C synth H)"
by (metis subset_trans synth_idem synth_increasing synth_mono)
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lemma synth_trans: "[| X€ synth G; G C synth H |] ==> X€ synth H"
by (drule synth_mono, blast)

Cut; Lemma 2 of Lowe

lemma synth_cut: "[| YE synth (insert X H); X¢& synth H |] ==> Y€ synth
H”
by (erule synth_trans, blast)

lemma Agent_synth [simp]: "Agent A € synth H"
by blast

lemma Number_synth [simp]: "Number n € synth H"
by blast

lemma Nonce_synth_eq [simp]: "(Nonce N € synth H) = (Nonce N € H)"
by blast

lemma Key_synth_eq [simp]: "(Key K € synth H) = (Key K € H)"
by blast

lemma Crypt_synth_eq [simp]:
"Key K ¢ H ==> (Crypt K X € synth H) = (Crypt K X € H)"
by blast

lemma keysFor_synth [simp]:
"keysFor (synth H) = keysFor H U invKey‘{K. Key K € H}"
by (unfold keysFor_def, blast)

1.4.3 Combinations of parts, analz and synth

lemma parts_synth [simp]: "parts (synth H) = parts H U synth H"

apply (rule equalityI)

apply (rule subsetI)

apply (erule parts.induct)

apply (blast intro: synth_increasing [THEN parts_mono, THEN subsetD]
parts.Fst parts.Snd parts.Body)+

done

lemma analz_analz_Un [simp]: "analz (analz G U H) = analz (G U H)"
apply (intro equalityI analz_subset_cong)+

apply simp_all

done

lemma analz_synth_Un [simp]: "analz (synth G U H) = analz (G U H) U synth
G”

apply (rule equalityI)

apply (rule subsetI)

apply (erule analz.induct)

prefer 5 apply (blast intro: analz_mono [THEN [2] rev_subsetD])

apply (blast intro: analz.Fst analz.Snd analz.Decrypt)+

done

lemma analz_synth [simp]: "analz (synth H) = analz H U synth H"
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by (metis Un_empty_right analz_synth_Un)

1.4.4 For reasoning about the Fake rule in traces

lemma parts_insert_subset_Un: "X& G ==> parts(insert X H) C parts G U parts
H”
by (metis UnCI Un_upper2 insert_subset parts_Un parts_mono)

More specifically for Fake. See also Fake_parts_sing below

lemma Fake_parts_insert:
"X € synth (analz H) ==>
parts (insert X H) C synth (analz H) U parts H"
by (metis Un_commute analz_increasing insert_subset parts_analz parts_mono

parts_synth synth_mono synth_subset_iff)

lemma Fake_parts_insert_in_Un:
"[lZ € parts (insert X H); X: synth (analz H)|]
==> Z € synth (analz H) U parts H"

by (metis Fake_parts_insert set_mp)

H is sometimes Key ¢ KK U spies evs, so can’t put ¢ = H.

lemma Fake_analz_insert:
"X€ synth (analz G) ==>
analz (insert X H) C synth (analz G) U analz (G U H)"
apply (rule subsetI)
apply (subgoal_tac "x € analz (synth (analz G) U H)", force)
apply (blast intro: analz_mono [THEN [2] rev_subsetD] analz_mono [THEN synth_mono,
THEN [2] rev_subsetD])
done

lemma analz_conj_parts [simp]:
"(X € analz H & X € parts H) = (X € analz H)"
by (blast intro: analz_subset_parts [THEN subsetD])

lemma analz_disj_parts [simp]:
"(X € analz H | X € parts H) = (X € parts H)"
by (blast intro: analz_subset_parts [THEN subsetD])

Without this equation, other rules for synth and analz would yield redundant
cases

lemma MPair_synth_analz [iff]:

"({|X,Y|} € synth (analz H)) =

(X € synth (analz H) & Y € synth (analz H))"
by blast

lemma Crypt_synth_analz:
"[| Key K € analz H; Key (invKey K) € analz H []
==> (Crypt K X € synth (analz H)) = (X € synth (analz H))"
by blast

lemma Hash_synth_analz [simp]:
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"X ¢ synth (analz H)
==> (Hash{|X,Y|} € synth (analz H)) = (Hash{|X,Y|} € analz H)"
by blast

1.5 HPair: a combination of Hash and MPair

1.5.1 Freeness

lemma Agent_neq_HPair: "Agent A ~= Hash[X] Y"
by (unfold HPair_def, simp)

lemma Nonce_neq_HPair: "Nonce N ~= Hash[X] Y"
by (unfold HPair_def, simp)

lemma Number_neq_HPair: "Number N ~= Hash[X] Y"
by (unfold HPair_def, simp)

lemma Key_neq_HPair: "Key K ~= Hash[X] Y"
by (unfold HPair_def, simp)

lemma Hash_neq_HPair: "Hash Z ~= Hash[X] Y"
by (unfold HPair_def, simp)

lemma Crypt_neq_HPair: "Crypt K X’ ~= Hash[X] Y"
by (unfold HPair_def, simp)

lemmas HPair_neqs = Agent_neq_HPair Nonce_neq_HPair Number_neq_HPair
Key_neq_HPair Hash_neq_HPair Crypt_neq_HPair

declare HPair_neqs [iff]
declare HPair_neqs [symmetric, iff]

lemma HPair_eq [iff]: "(Hash[X’] Y’ = Hash[X] Y) = (X’ =X & Y’=Y)"
by (simp add: HPair_def)

lemma MPair_eq_HPair [iff]:
"({IX’,Y’|} = Hash[X] Y) = (X’
by (simp add: HPair_def)

Hash{|X,Y|} & Y’=Y)"

lemma HPair_eq_MPair [iff]:
"(Hash[X] Y = {[X’,Y’|}) = (X’
by (auto simp add: HPair_def)

Hash{|X,Y|} & Y’=Y)"

1.5.2 Specialized laws, proved in terms of those for Hash and MPair

lemma keysFor_insert_HPair [simp]: "keysFor (insert (Hash[X] Y) H) = keysFor
H”
by (simp add: HPair_def)

lemma parts_insert_HPair [simp]:

"parts (insert (Hash[X] Y) H) =

insert (Hash[X] Y) (insert (Hash{|X,Y|}) (parts (insert Y H)))"
by (simp add: HPair_def)

lemma analz_insert_HPair [simp]:
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"analz (insert (Hash[X] Y) H) =
insert (Hash[X] Y) (insert (Hash{|X,Y|}) (analz (insert Y H)))"
by (simp add: HPair_def)

lemma HPair_synth_analz [simp]:
"X ¢ synth (analz H)
==> (Hash[X] Y € synth (analz H)) =
(Hash {|X, Y|} € analz H & Y € synth (analz H))"
by (auto simp add: HPair_def)

We do NOT want Crypt... messages broken up in protocols!!

declare parts.Body [rule del]

Rewrites to push in Key and Crypt messages, so that other messages can be
pulled out using the analz_insert rules

lemmas pushKeys =
insert_commute [of "Key K" "Agent C"]
insert_commute [of "Key K" "Nonce N"]
insert_commute [of "Key K" "Number N"]
insert_commute [of "Key K" "Hash X"]
insert_commute [of "Key K" "MPair X Y"]
insert_commute [of "Key K" "Crypt X K’"]
for KCNXYK

lemmas pushCrypts =

insert_commute [of "Crypt X K" "Agent C"]
insert_commute [of "Crypt X K" "Agent C"]
insert_commute [of "Crypt X K" "Nonce N"]
insert_commute [of "Crypt X K" "Number N"]
insert_commute [of "Crypt X K" "Hash X’"]
insert_commute [of "Crypt X K" "MPair X’ Y"]
for X KCNX Y

Cannot be added with [simp] — messages should not always be re-ordered.

lemmas pushes = pushKeys pushCrypts

1.6 The set of key-free messages

inductive_set
keyfree :: "msg set"
where
Agent: '"Agent A € keyfree"
Number: "Number N € keyfree"
Nonce: '"Nonce N € keyfree"
Hash: "Hash X € keyfree"
MPair: "[|X € keyfree; Y € keyfreell] ==> {|X,Y|} € keyfree"
Crypt: "[|X € keyfreel|] ==> Crypt K X € keyfree"

—_— — — — —

declare keyfree.intros [intro]

inductive_cases keyfree_KeyE: "Key K € keyfree"
inductive_cases keyfree_MPairE: "{|X,Y|} € keyfree"
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inductive_cases keyfree_CryptE: "Crypt K X € keyfree"

lemma parts_keyfree: "parts (keyfree) C keyfree"
by (clarify, erule parts.induct, auto elim!: keyfree_KeyE keyfree_MPairE
keyfree_CryptE)

lemma analz_keyfree_into_Un: "[X € analz (G U H); G C keyfree] =— X €
parts G U analz H"

apply (erule analz.induct, auto)

apply (blast dest:parts.Body)

apply (blast dest: parts.Body)

apply (metis Un_absorb2 keyfree_KeyE parts_Un parts_keyfree UnI2)

done

1.7 Tactics useful for many protocol proofs

ML

{*

(*Analysis of Fake cases. Also works for messages that forward unknown parts,
but this application is no longer necessary if analz_insert_eq is used.
Abstraction over i is ESSENTIAL: it delays the dereferencing of claset
DEPENDS UPON "X" REFERRING TO THE FRADULENT MESSAGE *)

fun impOfSubs th = th RSN (2, @{thm rev_subsetD})

(*Apply rules to break down assumptions of the form
Y € parts(insert X H) and Y € analz(insert X H)
*)
val Fake_insert_tac =
dresolve_tac [impOfSubs @{thm Fake_analz_insert},
impO0fSubs @{thm Fake_parts_insert}] THEN’
eresolve_tac [asm_rl, @{thm synth.Inj}];

fun Fake_insert_simp_tac ss i =
REPEAT (Fake_insert_tac i) THEN asm_full_simp_tac ss ij;

fun atomic_spy_analz_tac ctxt =
SELECT_GOAL
(Fake_insert_simp_tac (simpset_of ctxt) 1 THEN
IF_UNSOLVED
(Blast.depth_tac
(ctxt addIs [@{thm analz_insertI}, impOfSubs @{thm analz_subset_parts}])
4 1));

fun spy_analz_tac ctxt i =
DETERM
(SELECT_GOAL
(EVERY
[ (*push in occurrences of X...*)
(REPEAT o CHANGED)
(res_inst_tac ctxt [(("x", 1), "X")] (insert_commute RS ssubst)
1),
(*...allowing further simplifications*)
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simp_tac (simpset_of ctxt) 1,
REPEAT (FIRSTGOAL (resolve_tac [alll,impI,notI,conjI,iffI])),
DEPTH_SOLVE (atomic_spy_analz_tac ctxt 1)]) 1i);

*}

By default only o_apply is built-in. But in the presence of eta-expansion this
means that some terms displayed as £ o g will be rewritten, and others will
not!

declare o_def [simp]

lemma Crypt_notin_image_Key [simp]: "Crypt K X ¢ Key ‘< A"
by auto

lemma Hash_notin_image_Key [simp] :"Hash X ¢ Key ¢ A"
by auto

lemma synth_analz_mono: "GCH ==> synth (analz(G)) C synth (analz(H))"
by (iprover intro: synth_mono analz_mono)

lemma Fake_analz_eq [simp]:
"X € synth(analz H) ==> synth (analz (insert X H)) = synth (analz H)"
by (metis Fake_analz_insert Un_absorb Un_absorbl Un_commute
subset_insertI synth_analz_mono synth_increasing synth_subset_iff)

Two generalizations of analz_insert_eq

lemma gen_analz_insert_eq [rule_format]:
"X € analz H ==> ALL G. H C G --> analz (insert X G) = analz G"
by (blast intro: analz_cut analz_insertI analz_mono [THEN [2] rev_subsetD])

lemma synth_analz_insert_eq [rule_format]:
"X € synth (analz H)
==> ALL G. H C G --> (Key K € analz (insert X G)) = (Key K € analz
"
apply (erule synth.induct)
apply (simp_all add: gen_analz_insert_eq subset_trans [OF _ subset_insertI])

done
lemma Fake_parts_sing:

"X € synth (analz H) ==> parts{X} C synth (analz H) U parts H"
by (metis Fake_parts_insert empty_subsetI insert_mono parts_mono subset_trans)
lemmas Fake_parts_sing_imp_Un = Fake_parts_sing [THEN [2] rev_subsetD]
method_setup spy_analz = {*

Scan.succeed (SIMPLE_METHOD’ o spy_analz_tac) *}

"for proving the Fake case when analz is involved"
method _setup atomic_spy_analz = {*

Scan.succeed (SIMPLE_METHOD’ o atomic_spy_analz_tac) *}

"for debugging spy_analz"

method_setup Fake_insert_simp = {*
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Scan.succeed (SIMPLE_METHOD’ o Fake_insert_simp_tac o simpset_of) *}
"for debugging spy_analz"

end

2 Theory of Events for Security Protocols

theory Event imports Message begin

consts
initState :: "agent => msg set"
datatype
event = Says agent agent msg
| Gets agent msg
| Notes agent msg
consts
bad :: "agent set" — compromised agents

Spy has access to his own key for spoof messages, but Server is secure

specification (bad)
Spy_in_bad [iff]: "Spy € bad"
Server_not_bad [iff]: "Server ¢ bad"
by (rule exI [of _ "{Spy}"], simp)

primrec knows :: "agent => event list => msg set"
where
knows_Nil: "knows A [] = initState A"

| knows_Cons:
"knows A (ev # evs) =
(if A = Spy then
(case ev of
Says A’ B X => insert X (knows Spy evs)
| Gets A’ X => knows Spy evs
| Notes A7 X =>
if A’ € bad then insert X (knows Spy evs) else knows Spy evs)
else
(case ev of
Says A’ B X =>
if A’=A then insert X (knows A evs) else knows A evs

| Gets A’ X =>
if A’=A then insert X (knows A evs) else knows A evs
| Notes A’ X =>

if A’=A then insert X (knows A evs) else knows A evs))"

The constant ”spies” is retained for compatibility’s sake

abbreviation (input)
spies :: "event list => msg set" where
"spies == knows Spy"
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primrec used :: "event list => msg set"
where
used_Nil:  "used [] = (UN B. parts (initState B))"

| used_Cons: '"used (ev # evs)
(case ev of
Says A B X => parts {X} U used evs
| Gets A X => used evs
| Notes A X => parts {X} U used evs)"
— The case for Gets seems anomalous, but Gets always follows Says in real pro-
tocols. Seems difficult to change. See Gets_correct in theory Guard/Extensions. thy.

lemma Notes_imp_used [rule_format]: "Notes A X € set evs --> X € used evs"
apply (induct_tac evs)

apply (auto split: event.split)

done

lemma Says_imp_used [rule_format]: "Says A B X € set evs --> X € used evs"
apply (induct_tac evs)

apply (auto split: event.split)

done

2.1 Function xnows

lemmas parts_insert_knows_A = parts_insert [of _ "knows A evs"] for A evs

lemma knows_Spy_Says [simp]:
"knows Spy (Says A B X # evs) = insert X (knows Spy evs)"
by simp

Letting the Spy see ”bad” agents’ notes avoids redundant case-splits on whether
A = Spy and whether 4 € bad

lemma knows_Spy_Notes [simp]:
"knows Spy (Notes A X # evs) =
(if A:bad then insert X (knows Spy evs) else knows Spy evs)"
by simp

lemma knows_Spy_Gets [simp]: "knows Spy (Gets A X # evs) = knows Spy evs"
by simp

lemma knows_Spy_subset_knows_Spy_Says:
"knows Spy evs C knows Spy (Says A B X # evs)"
by (simp add: subset_insertI)

lemma knows_Spy_subset_knows_Spy_Notes:
"knows Spy evs C knows Spy (Notes A X # evs)"
by force

lemma knows_Spy_subset_knows_Spy_Gets:
"knows Spy evs C knows Spy (Gets A X # evs)"
by (simp add: subset_insertI)
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Spy sees what is sent on the traffic

lemma Says_imp_knows_Spy [rule_format]:

"Says A B X € set evs -—> X € knows Spy evs"
apply (induct_tac "evs")
apply (simp_all (no_asm_simp) split add: event.split)
done

lemma Notes_imp_knows_Spy [rule_format]:
"Notes A X € set evs —--> A: bad --> X € knows Spy evs"
apply (induct_tac "evs")
apply (simp_all (no_asm_simp) split add: event.split)
done

Elimination rules: derive contradictions from old Says events containing items
known to be fresh
lemmas Says_imp_parts_knows_Spy =

Says_imp_knows_Spy [THEN parts.Inj, elim_format]

lemmas knows_Spy_partsEs =
Says_imp_parts_knows_Spy parts.Body [elim_format]

lemmas Says_imp_analz_Spy = Says_imp_knows_Spy [THEN analz.Inj]

Compatibility for the old ”spies” function

lemmas spies_partsEs = knows_Spy_partsEs
lemmas Says_imp_spies = Says_imp_knows_Spy
lemmas parts_insert_spies = parts_insert_knows_A [of _ Spyl]

2.2 Knowledge of Agents
lemma knows_Says: "knows A (Says A B X # evs) = insert X (knows A evs)"

by simp

lemma knows_Notes: "knows A (Notes A X # evs) = insert X (knows A evs)"
by simp

lemma knows_Gets:
"A # Spy --> knows A (Gets A X # evs) = insert X (knows A evs)"
by simp

lemma knows_subset_knows_Says: "knows A evs C knows A (Says A’ B X # evs)"
by (simp add: subset_insertI)

lemma knows_subset_knows_Notes: "knows A evs C knows A (Notes A’ X # evs)"
by (simp add: subset_insertI)

lemma knows_subset_knows_Gets: "knows A evs C knows A (Gets A’ X # evs)"
by (simp add: subset_insertI)

Agents know what they say

lemma Says_imp_knows [rule_format]: "Says A B X € set evs —--> X € knows
A evs"
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apply (induct_tac "evs")

apply (simp_all (no_asm_simp) split add: event.split)
apply blast

done

Agents know what they note

lemma Notes_imp_knows [rule_format]: "Notes A X € set evs --> X € knows
A evs"

apply (induct_tac "evs")

apply (simp_all (no_asm_simp) split add: event.split)

apply blast

done

Agents know what they receive

lemma Gets_imp_knows_agents [rule_format]:

"A # Spy --> Gets A X € set evs --> X € knows A evs"
apply (induct_tac "evs")
apply (simp_all (no_asm_simp) split add: event.split)
done

What agents DIFFERENT FROM Spy know was either said, or noted, or got,
or known initially

lemma knows_imp_Says_Gets_Notes_initState [rule_format]:
"[| X € knows A evs; A # Spy |] ==> EX B.

Says A B X € set evs | Gets A X € set evs | Notes A X € set evs | X €
initState A"
apply (erule rev_mp)
apply (induct_tac "evs")
apply (simp_all (no_asm_simp) split add: event.split)
apply blast
done

What the Spy knows — for the time being — was either said or noted, or known
initially
lemma knows_Spy_imp_Says_Notes_initState [rule_format]:
"[| X € knows Spy evs |] ==> EX A B.

Says A B X € set evs | Notes A X € set evs | X € initState Spy"
apply (erule rev_mp)
apply (induct_tac "evs")
apply (simp_all (no_asm_simp) split add: event.split)
apply blast
done

lemma parts_knows_Spy_subset_used: "parts (knows Spy evs) C used evs"
apply (induct_tac "evs", force)

apply (simp add: parts_insert_knows_A knows_Cons add: event.split, blast)
done

lemmas usedI = parts_knows_Spy_subset_used [THEN subsetD, intro]

lemma initState_into_used: "X € parts (initState B) ==> X € used evs"
apply (induct_tac "evs")
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apply (simp_all add: parts_insert_knows_A split add: event.split, blast)
done

lemma used_Says [simp]: "used (Says A B X # evs) = parts{X} U used evs"
by simp

lemma used_Notes [simp]: "used (Notes A X # evs) = parts{X} U used evs"
by simp

lemma used_Gets [simp]: "used (Gets A X # evs) = used evs"
by simp

lemma used_nil_subset: "used [] C used evs"
apply simp

apply (blast intro: initState_into_used)
done

NOTE REMOVAL-laws above are cleaner, as they don’t involve ”case”

declare knows_Cons [simp dell]
used_Nil [simp del] used_Cons [simp del]

For proving theorems of the form X ¢ analz (knows Spy evs) — P New events
added by induction to "evs” are discarded. Provided this information isn’t
needed, the proof will be much shorter, since it will omit complicated reasoning
about analz.

lemmas analz_mono_contra =
knows_Spy_subset_knows_Spy_Says [THEN analz_mono, THEN contra_subsetD]
knows_Spy_subset_knows_Spy_Notes [THEN analz_mono, THEN contra_subsetD]
knows_Spy_subset_knows_Spy_Gets [THEN analz_mono, THEN contra_subsetD]

lemma knows_subset_knows_Cons: "knows A evs C knows A (e # evs)"
by (induct e, auto simp: knows_Cons)

lemma initState_subset_knows: "initState A C knows A evs'
apply (induct_tac evs, simp)

apply (blast intro: knows_subset_knows_Cons [THEN subsetD])
done

For proving new_keys_not_used

lemma keysFor_parts_insert:
"[| K € keysFor (parts (insert X G)); X € synth (analz H) |[]
==> K € keysFor (parts (G U H)) | Key (invKey K) € parts H"
by (force
dest!: parts_insert_subset_Un [THEN keysFor_mono, THEN [2] rev_subsetD]
analz_subset_parts [THEN keysFor_mono, THEN [2] rev_subsetD]
intro: analz_subset_parts [THEN subsetD] parts_mono [THEN [2] rev_subsetD])

lemmas analz_impI = impI [where P = "Y ¢ analz (knows Spy evs)"] for Y evs

ML
{*
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val analz_mono_contra_tac =
rtac @{thm analz_impI} THEN’
REPEAT1 o (dresolve_tac @{thms analz_mono_contra})
THEN’ mp_tac

*}

method_setup analz_mono_contra = {*
Scan.succeed (K (SIMPLE_METHOD (REPEAT_FIRST analz_mono_contra_tac))) *}
"for proving theorems of the form X ¢ analz (knows Spy evs) --> P"

2.2.1 Useful for case analysis on whether a hash is a spoof or not

lemmas syan_impI = impI [where P = "Y ¢ synth (analz (knows Spy evs))"]
for Y evs

ML
{*
val synth_analz_mono_contra_tac =
rtac @{thm syan_impI} THEN’
REPEAT1 o
(dresolve_tac
[@{thm knows_Spy_subset_knows_Spy_Says} RS @{thm synth_analz_mono} RS
©{thm contra_subsetD},
©@{thm knows_Spy_subset_knows_Spy_Notes} RS @{thm synth_analz_mono} RS
©{thm contra_subsetD},
@{thm knows_Spy_subset_knows_Spy_Gets} RS @{thm synth_analz_mono} RS
@{thm contra_subsetD}])
THEN’
mp_tac

*}

method_setup synth_analz_mono_contra = {*

Scan.succeed (K (SIMPLE_METHOD (REPEAT_FIRST synth_analz_mono_contra_tac)))
*}

"for proving theorems of the form X ¢ synth (analz (knows Spy evs)) -->
P”

end

theory Public
imports Event
begin

lemma invKey_K: "K € symKeys ==> invKey K = K"
by (simp add: symKeys_def)

2.3 Asymmetric Keys

datatype keymode = Signature | Encryption

consts
publicKey :: "[keymode,agent] => key"
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abbreviation
pubEK :: "agent => key" where
"pubEK == publicKey Encryption"

abbreviation
pubSK :: "agent => key" where
"pubSK == publicKey Signature"

abbreviation
privateKey :: "[keymode, agent] => key" where
"privateKey b A == invKey (publicKey b A)"

abbreviation

priEK :: "agent => key" where
"priEK A == privateKey Encryption A"

abbreviation
priSK :: "agent => key" where
"priSK A == privateKey Signature A"

These abbreviations give backward compatibility. They represent the simple
situation where the signature and encryption keys are the same.

abbreviation
pubK :: "agent => key" where
"pubK A == pubEK A"

abbreviation
priK :: "agent => key" where
"priK A == invKey (pubEK A)"

By freeness of agents, no two agents have the same key. Since True # False,
no agent has identical signing and encryption keys

specification (publicKey)
injective_publicKey:
"publicKey b A = publicKey c A’ ==> b=c & A=A""
apply (rule exI [of _

"%b A. 2 * agent_case 0 (An. n + 2) 1 A + keymode_case 0 1 b"])
apply (auto simp add: inj_on_def split: agent.split keymode.split)
apply presburger
apply presburger
done

axiomatization where

privateKey_neq_publicKey [iff]: "privateKey b A # publicKey c A’"

lemmas publicKey_neq_privateKey = privateKey_neq_publicKey [THEN not_sym]
declare publicKey_neq_privateKey [iff]
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2.4 Basic properties of pubk and priek

lemma publicKey_inject [iff]: "(publicKey b A = publicKey c A’) = (b=c &
A=A7)"
by (blast dest!: injective_publicKey)

lemma not_symKeys_pubK [iff]: "publicKey b A ¢ symKeys"
by (simp add: symKeys_def)

lemma not_symKeys_priK [iff]: "privateKey b A ¢ symKeys"
by (simp add: symKeys_def)

lemma symKey_neq_priEK: "K € symKeys ==> K # priEK A"
by auto

lemma symKeys_neq_imp_neq: "(K € symKeys) # (K’ € symKeys) ==> K # K’"
by blast

lemma symKeys_invKey_iff [iff]: "(invKey K € symKeys) = (K € symKeys)"
by (unfold symKeys_def, auto)

lemma analz_symKeys_Decrypt:
"[l Crypt K X € analz H; K € symKeys; Key K € analz H []
==> X € analz H"

by (auto simp add: symKeys_def)

2.5 ”Image” equations that hold for injective functions

lemma invKey_image_eq [simp]: "(invKey x € invKey‘A) = (x € A)"
by auto

lemma publicKey_image_eq [simp]:
"(publicKey b x € publicKey c¢ ‘ AA) = (b=c & x € AA)"
by auto

lemma privateKey_notin_image_publicKey [simp]: "privateKey b x ¢ publicKey
c (4 AAH
by auto

lemma privateKey_image_eq [simp]:
"(privateKey b A € invKey ¢ publicKey c¢ ¢ AS) = (b=c & A€AS)"
by auto

¢

lemma publicKey_notin_image_privateKey [simp]: "publicKey b A ¢ invKey
publicKey c ¢ AS"
by auto

2.6 Symmetric Keys

For some protocols, it is convenient to equip agents with symmetric as well as
asymmetric keys. The theory Shared assumes that all keys are symmetric.

consts
shrk :: "agent => key" — long-term shared keys
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specification (shrk)
inj_shrK: "inj shrK"
— No two agents have the same long-term key
apply (rule exI [of _ "agent_case 0 (An. n + 2) 1"])
apply (simp add: inj_on_def split: agent.split)
done

axiomatization where
sym_shrK [iff]: "shrK X € symKeys" — All shared keys are symmetric

Injectiveness: Agents’ long-term keys are distinct.

lemmas shrK_injective = inj_shrK [THEN inj_eq]
declare shrK_injective [iff]

lemma invKey_shrK [simp]: "invKey (shrK A) = shrK A"
by (simp add: invKey_K)

lemma analz_shrK_Decrypt:

"[| Crypt (shrK A) X € analz H; Key(shrK A) € analz H |] ==> X € analz
Hl’
by auto

lemma analz_Decrypt’:

"[| Crypt K X € analz H; K € symKeys; Key K € analz H |] ==> X € analz
H”
by (auto simp add: invKey_K)

lemma priK_neq_shrK [iff]: "shrK A # privateKey b C"
by (simp add: symKeys_neq_imp_neq)

lemmas shrK_neq_priK = priK_neq_shrK [THEN not_sym]
declare shrK_neq_priK [simp]

lemma pubK_neq_shrK [iff]: "shrK A # publicKey b C"
by (simp add: symKeys_neq_imp_neq)

lemmas shrK_neq_pubK = pubK_neq_shrK [THEN not_sym]
declare shrK_neq_pubK [simp]

lemma priEK_noteq_shrK [simp]: "priEK A # shrK B"
by auto

lemma publicKey_notin_image_shrK [simp]: "publicKey b x ¢ shrK ¢ AA"
by auto

lemma privateKey_notin_image_shrK [simp]: "privateKey b x ¢ shrK ° AA"
by auto

lemma shrK_notin_image_publicKey [simp]: "shrK x ¢ publicKey b ¢ AA"
by auto

lemma shrK_notin_image_privateKey [simp]: "shrK x ¢ invKey ¢ publicKey b
¢ AAI’
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by auto

lemma shrK_image_eq [simp]: "(shrK x € shrK ¢ AA) = (x € AA)"
by auto

For some reason, moving this up can make some proofs loop!

declare invKey_K [simp]

2.7 Initial States of Agents

Note: for all practical purposes, all that matters is the initial knowledge of the
Spy. All other agents are automata, merely following the protocol.

overloading
initState = initState
begin

primrec initState where

initState_Server:
"initState Server =
{Key (priEK Server), Key (priSK Server)} U
(Key ¢ range pubEK) U (Key ¢ range pubSK) U (Key

¢ range shrk)"

| initState_Friend:
"initState (Friend i) =
{Key (priEK(Friend i)), Key (priSK(Friend i)), Key (shrK(Friend i))}

¢

(Key ¢ range pubEK) U (Key ¢ range pubSK)"
| initState_Spy:
"initState Spy =
(Key ¢ invKey ¢ pubEK ¢ bad) U (Key ¢ invKey ¢ pubSK ¢ bad) U
(Key ¢ shrK ¢ bad) U
(Key ¢ range pubEK) U (Key ¢ range pubSK)"

end

These lemmas allow reasoning about used evs rather than knows Spy evs, which
is useful when there are private Notes. Because they depend upon the definition
of initState, they cannot be moved up.

lemma used_parts_subset_parts [rule_format]:
"VX € used evs. parts {X} C used evs"
apply (induct evs)
prefer 2
apply (simp add: used_Cons split: event.split)
apply (metis Un_iff empty_subsetl insert_subset le_supIl le_supl2 parts_subset_iff)

Base case

apply (auto dest!: parts_cut simp add: used_Nil)
done

lemma MPair_used_D: "{|X,Y|} € used H ==> X € used H & Y € used H"
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by (drule used_parts_subset_parts, simp, blast)

There was a similar theorem in Event.thy, so perhaps this one can be moved up
if proved directly by induction.

lemma MPair_used [elim!]:
"[l {IX,Y|} € used H;
[| X € used H; Y € used H |] ==> P |]
==> p"
by (blast dest: MPair_used_D)

Rewrites should not refer to initState (Friend i) because that expression is
not in normal form.

lemma keysFor_parts_initState [simp]: "keysFor (parts (initState C)) = {}"
apply (unfold keysFor_def)

apply (induct_tac "C")

apply (auto intro: range_eql)

done

lemma Crypt_notin_initState: "Crypt K X ¢ parts (initState B)"
by (induct B, auto)

lemma Crypt_notin_used_empty [simp]: "Crypt K X ¢ used []"
by (simp add: Crypt_notin_initState used_Nil)

lemma shrK_in_initState [iff]: "Key (shrK A) € initState A"
by (induct_tac "A", auto)

lemma shrK_in_knows [iff]: "Key (shrK A) € knows A evs"
by (simp add: initState_subset_knows [THEN subsetD])

lemma shrK_in_used [iff]: "Key (shrK A) € used evs"
by (rule initState_into_used, blast)

lemma Key_not_used [simp]: "Key K ¢ used evs ==> K ¢ range shrK"
by blast

lemma shrK_neq: "Key K ¢ used evs ==> shrK B # K"
by blast

lemmas neq_shrK = shrK_neq [THEN not_sym]
declare neq_shrK [simp]

2.8 Function knows Spy

lemma not_SignatureE [elim!]: "b # Signature —> b = Encryption"
by (cases b, auto)
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Agents see their own private keys!

lemma priK_in_initState [iff]: "Key (privateKey b A) € initState A"
by (cases A, auto)

Agents see all public keys!

lemma publicKey_in_initState [iff]: "Key (publicKey b A) € initState B"
by (cases B, auto)

All public keys are visible

lemma spies_pubK [iff]: "Key (publicKey b A) € spies evs"
apply (induct_tac "evs")

apply (auto simp add: imagel knows_Cons split add: event.split)
done

lemmas analz_spies_pubK = spies_pubK [THEN analz.Inj]
declare analz_spies_pubK [iff]

Spy sees private keys of bad agents!

lemma Spy_spies_bad_privateKey [intro!]:
"A € bad ==> Key (privateKey b A) € spies evs"
apply (induct_tac "evs")
apply (auto simp add: imagel knows_Cons split add: event.split)
done

Spy sees long-term shared keys of bad agents!

lemma Spy_spies_bad_shrK [intro!]:
"A € bad ==> Key (shrK A) € spies evs"
apply (induct_tac "evs")
apply (simp_all add: imagel knows_Cons split add: event.split)
done

lemma publicKey_into_used [iff] :"Key (publicKey b A) € used evs"
apply (rule initState_into_used)

apply (rule publicKey_in_initState [THEN parts.Inj])

done

lemma privateKey_into_used [iff]: "Key (privateKey b A) € used evs"
apply (rule initState_into_used)

apply (rule priK_in_initState [THEN parts.Inj])

done

lemma Crypt_Spy_analz_bad:
"[| Crypt (shrK A) X € analz (knows Spy evs); A € bad []
==> X € analz (knows Spy evs)"

by force

2.9 Fresh Nonces

lemma Nonce_notin_initState [iff]: "Nonce N ¢ parts (initState B)"
by (induct_tac "B", auto)

lemma Nonce_notin_used_empty [simp]: "Nonce N ¢ used []"
by (simp add: used_Nil)



42 2 THEORY OF EVENTS FOR SECURITY PROTOCOLS

2.10 Supply fresh nonces for possibility theorems

In any trace, there is an upper bound N on the greatest nonce in use

lemma Nonce_supply_lemma: "EX N. ALL n. N<=n --> Nonce n ¢ used evs"
apply (induct_tac "evs")

apply (rule_tac x = 0 in exI)

apply (simp_all (no_asm_simp) add: used_Cons split add: event.split)
apply safe

apply (rule msg_Nonce_supply [THEN exE], blast elim!: add_leE)+

done

lemma Nonce_supplyl: "EX N. Nonce N ¢ used evs"
by (rule Nonce_supply_lemma [THEN exE], blast)

lemma Nonce_supply: "Nonce (@ N. Nonce N ¢ used evs) ¢ used evs"
apply (rule Nonce_supply_lemma [THEN exE])

apply (rule someI, fast)

done

2.11 Specialized Rewriting for Theorems About anaiz and
Image

lemma insert_Key_singleton: "insert (Key K) H = Key ¢ {K} Un H"
by blast

lemma insert_Key_image: "insert (Key K) (Key‘KK U C) = Key ¢ (insert K KK)
U Cll
by blast

lemma Crypt_imp_keysFor :"[|Crypt K X € H; K € symKeys|] ==> K € keysFor
HH
by (drule Crypt_imp_invKey_keysFor, simp)

Lemma for the trivial direction of the if-and-only-if of the Session Key Compro-
mise Theorem

lemma analz_image_freshK_lemma:
"(Key K € analz (Key‘nE U H)) --> (K € nE | Key K € analz H) ==>
(Key K € analz (Key‘nE U H)) = (K € nE | Key K € analz H)"
by (blast intro: analz_mono [THEN [2] rev_subsetD])

lemmas analz_image_freshK_simps =
simp_thms mem_simps — these two allow its use with only:
disj_comms
image_insert [THEN sym] image_Un [THEN sym] empty_subsetI insert_subset
analz_insert_eq Un_upper2 [THEN analz_mono, THEN subsetD]
insert_Key_singleton
Key_not_used insert_Key_image Un_assoc [THEN sym]

ML {*
structure Public =
struct
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val analz_image_freshK_ss = @{simpset} delsimps [image_insert, image_Un]
delsimps [@{thm imp_disjL}] (*¥reduces blow-up*)
addsimps @{thms analz_image_freshK_simps}

(¥Tactic for possibility theoremsx)
fun possibility_tac ctxt =
REPEAT (*omit used_Says so that Nonces start from different traces!*)
(ALLGOALS (simp_tac (simpset_of ctxt delsimps [@{thm used_Says}]))
THEN
REPEAT_FIRST (eq_assume_tac ORELSE’
resolve_tac [refl, conjI, @{thm Nonce_supply}]))

(*For harder protocols (such as Recur) where we have to set up some
nonces and keys initiallyx*)
fun basic_possibility_tac ctxt =
REPEAT
(ALLGOALS (asm_simp_tac (simpset_of ctxt setSolver safe_solver))
THEN
REPEAT_FIRST (resolve_tac [refl, conjI]))

end

*}

method_setup analz_freshK = {*
Scan.succeed (fn ctxt =>
(SIMPLE_METHOD
(EVERY [REPEAT_FIRST (resolve_tac [allIl, balll, impI]),
REPEAT_FIRST (rtac @{thm analz_image_freshK_lemma}),
ALLGOALS (asm_simp_tac (Simplifier.context ctxt Public.analz_image_freshK_ss))])))

*}

"for proving the Session Key Compromise theorem"

2.12 Specialized Methods for Possibility Theorems

method_setup possibility = {*
Scan.succeed (SIMPLE_METHOD o Public.possibility_tac) *}
"for proving possibility theorems"

method_setup basic_possibility = {*
Scan.succeed (SIMPLE_METHOD o Public.basic_possibility_tac) *}
"for proving possibility theorems"

end

3 Needham-Schroeder Shared-Key Protocol and
the Issues Property

theory NS_Shared imports Public begin

From page 247 of Burrows, Abadi and Needham (1989). A Logic of Authenti-
cation. Proc. Royal Soc. 426

definition
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Issues :: "[agent, agent, msg, event list] => bool"
("_ Issues _ with _ on _") where
"A Issues B with X on evs =
(3Y. Says ABY € set evs & X € parts {Y} &
X ¢ parts (spies (takeWhile (% z. z # Says A B Y) (rev evs))))"

inductive_set ns_shared :: "event list set"
where

Nil: "[] € ns_shared"

| Fake: "[evsf € ns_shared; X € synth (analz (spies evsf))]
— Says Spy B X # evsf € ns_shared"

| NS1: "[evsl € ns_shared; Nonce NA ¢ used evsli]
—> Says A Server {Agent A, Agent B, Nonce NA} # evsl € ns_shared"

| NS2: "[evs2 € ns_shared; Key KAB ¢ used evs2; KAB € symKeys;
Says A’ Server {Agent A, Agent B, Nonce NA} € set evs2]
—> Says Server A
(Crypt (shrK A)
{{Nonce NA, Agent B, Key KAB,
(Crypt (shrK B) {Key KAB, Agent A})})
# evs2 € ns_shared"

| NS3: " [[evs3 € ns_shared; A # Server;
Says S A (Crypt (shrK A) {Nonce NA, Agent B, Key K, X|}) € set evs3;
Says A Server {Agent A, Agent B, Nonce NA} € set evs3]
—> Says A B X # evs3 € ns_shared"

| NS4: “[[evs4 € ns_shared; Nonce NB ¢ used evs4; K € symKeys;
Says A’ B (Crypt (shrK B) {Key K, Agent A}) € set evs4]
— Says B A (Crypt K (Nonce NB)) # evs4 € ns_shared"

| NS5: "[evs5 € ns_shared; K € symKeys;
Says B’ A (Crypt K (Nonce NB)) € set evs5;
Says S A (Crypt (shrK A) {Nonce NA, Agent B, Key K, X[})
€ set evs5]
= Says A B (Crypt K {Nonce NB, Nonce NB|}) # evs5 € ns_shared"

| Oops: "[evso € ns_shared; Says B A (Crypt K (Nonce NB)) € set evso;
Says Server A (Crypt (shrK A) {Nonce NA, Agent B, Key K, X[|})

€ set evso]
— Notes Spy {Nonce NA, Nonce NB, Key K|} # evso € ns_shared"
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declare Says_imp_knows_Spy [THEN parts.Inj, dest]
declare parts.Body [dest]

declare Fake_parts_insert_in_Un [dest]

declare analz_into_parts [dest]

declare image_eq_UN [simp]

A 7 possibility property”: there are traces that reach the end

lemma "[| A # Server; Key K ¢ used []; K € symKeys |[]
==> JN. devs € ns_shared.
Says A B (Crypt K {Nonce N, Nonce N|}) € set evs"
apply (intro exI bexI)
apply (rule_tac [2] ns_shared.Nil
[THEN ns_shared.NS1, THEN ns_shared.NS2, THEN ns_shared.NS3,
THEN ns_shared.NS4, THEN ns_shared.NS5])
apply (possibility, simp add: used_Cons)
done

3.1 Inductive proofs about ns_shared

3.1.1 Forwarding lemmas, to aid simplification

For reasoning about the encrypted portion of message NS3

lemma NS3_msg_in_parts_spies:
"Says S A (Crypt KA {N, B, K, X}) € set evs =—> X € parts (spies evs)"
by blast

For reasoning about the Oops message

lemma Oops_parts_spies:
"Says Server A (Crypt (shrK A) {NA, B, K, X[}) € set evs
— K € parts (spies evs)"
by blast

Theorems of the form X ¢ parts (knows Spy evs) imply that NOBODY sends
messages containing X

Spy never sees another agent’s shared key! (unless it’s bad at start)

lemma Spy_see_shrK [simp]:

"evs € ns_shared —> (Key (shrK A) € parts (spies evs)) = (A € bad)"
apply (erule ns_shared.induct, force, drule_tac [4] NS3_msg_in_parts_spies,
simp_all, blast+)
done

lemma Spy_analz_shrK [simp]:
"evs € ns_shared —> (Key (shrK A) € analz (spies evs)) = (A € bad)"
by auto

Nobody can have used non-existent keys!

lemma new_keys_not_used [simp]:
"[|Key K ¢ used evs; K € symKeys; evs € ns_shared/]
==> K ¢ keysFor (parts (spies evs))"
apply (erule rev_mp)
apply (erule ns_shared.induct, force, drule_tac [4] NS3_msg_in_parts_spies,
simp_all)
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Fake, NS2, NS4, NS5

apply (force dest!: keysFor_parts_insert, blast+)
done

3.1.2 Lemmas concerning the form of items passed in messages

Describes the form of K, X and K’ when the Server sends this message.

lemma Says_Server_message_form:
"[Says Server A (Crypt K’ {N, Agent B, Key K, X|) € set evs;
evs € ns_shared]
—> K ¢ range shrK A
X = (Crypt (shrK B) {Key K, Agent A}) A
K’ = shrK A"
by (erule rev_mp, erule ns_shared.induct, auto)

If the encrypted message appears then it originated with the Server

lemma A_trusts_NS2:

"[Crypt (shrK A) {NA, Agent B, Key K, X|} € parts (spies evs);

A ¢ bad; evs € ns_shared]

— Says Server A (Crypt (shrK A) {NA, Agent B, Key K, X}}) € set evs"
apply (erule rev_mp)
apply (erule ns_shared.induct, force, drule_tac [4] NS3_msg_in_parts_spies,
auto)
done

lemma cert_A_form:
"[Crypt (shrK A) {NA, Agent B, Key K, X|} € parts (spies evs);
A ¢ bad; evs € ns_shared]
—> K ¢ range shrK A X = (Crypt (shrK B) {Key K, Agent A[})"
by (blast dest!: A_trusts_NS2 Says_Server_message_form)

EITHER describes the form of X when the following message is sent, OR reduces
it to the Fake case. Use Says_Server_message_form if applicable.

lemma Says_S_message_form:
"[Says S A (Crypt (shrK A) {Nonce NA, Agent B, Key K, X|) € set evs;
evs € ns_shared]
— (K ¢ range shrK A X = (Crypt (shrK B) {Key K, Agent A[))
V X € analz (spies evs)"
by (blast dest: Says_imp_knows_Spy analz_shrK_Decrypt cert_A_form analz.Inj)

NOT useful in this form, but it says that session keys are not used to encrypt
messages containing other keys, in the actual protocol. We require that agents
should behave like this subsequently also.

lemma "[evs € ns_shared; Kab ¢ range shrK| —

(Crypt KAB X) € parts (spies evs) A

Key K € parts {X} — Key K € parts (spies evs)"
apply (erule ns_shared.induct, force, drule_tac [4] NS3_msg_in_parts_spies,
simp_all)

Fake

apply (blast dest: parts_insert_subset_Un)
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Base, NS4 and NS5

apply auto
done

3.1.3 Session keys are not used to encrypt other session keys

The equality makes the induction hypothesis easier to apply

lemma analz_image_freshK [rule_format]:
"evs € ns_shared —
VK KK. KK C - (range shrk) —
(Key K € analz (Key‘KK U (spies evs))) =
(K € KK V Key K € analz (spies evs))"
apply (erule ns_shared.induct)
apply (drule_tac [8] Says_Server_message_form)
apply (erule_tac [5] Says_S_message_form [THEN disjE], analz_freshK, spy_analz)

NS2, NS3

apply blast+
done

lemma analz_insert_freshK:
"levs € ns_shared; KAB ¢ range shrK| —
(Key K € analz (insert (Key KAB) (spies evs))) =
(K = KAB V Key K € analz (spies evs))"
by (simp only: analz_image_freshK analz_image_freshK_simps)

3.1.4 The session key K uniquely identifies the message

In messages of this form, the session key uniquely identifies the rest

lemma unique_session_keys:
"[Says Server A (Crypt (shrK A) {NA, Agent B, Key K, X|}) € set evs;
Says Server A’ (Crypt (shrK A’) {NA’, Agent B’, Key K, X’|}) € set
evs;
evs € ns_shared] = A=A’ A NA=NA’ A B=B’ A X = X’"
by (erule rev_mp, erule rev_mp, erule ns_shared.induct, simp_all, blast+)

3.1.5 Crucial secrecy property: Spy doesn’t see the keys sent in NS2

Beware of [rule_format] and the universal quantifier!

lemma secrecy_lemma:
"[Says Server A (Crypt (shrK A) {NA, Agent B, Key K,
Crypt (shrK B) {Key K, Agent A}[})
€ set evs;
A ¢ bad; B ¢ bad; evs € ns_shared]
= (VNB. Notes Spy {NA, NB, Key K} ¢ set evs) —»
Key K ¢ analz (spies evs)"
apply (erule rev_mp)
apply (erule ns_shared.induct, force)
apply (frule_tac [7] Says_Server_message_form)
apply (frule_tac [4] Says_S_message_form)
apply (erule_tac [5] disjE)
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apply (simp_all add: analz_insert_eq analz_insert_freshK pushes split_ifs,
spy_analz)

NS2

apply blast

NS3

apply (blast dest!: Crypt_Spy_analz_bad A_trusts_NS2
dest: Says_imp_knows_Spy analz.Inj unique_session_keys)

Oops

apply (blast dest: unique_session_keys)
done

Final version: Server’s message in the most abstract form

lemma Spy_not_see_encrypted_key:
"[Says Server A (Crypt K’ {NA, Agent B, Key K, X}) € set evs;
VNB. Notes Spy {NA, NB, Key K|} ¢ set evs;
A ¢ bad; B ¢ bad; evs € ns_shared]
= Key K ¢ analz (spies evs)"
by (blast dest: Says_Server_message_form secrecy_lemma)

3.2 Guarantees available at various stages of protocol

If the encrypted message appears then it originated with the Server

lemma B_trusts_NS3:
"[Crypt (shrK B) {Key K, Agent A} € parts (spies evs);
B ¢ bad; evs € ns_shared]
= JNA. Says Server A
(Crypt (shrK A) {NA, Agent B, Key K,
Crypt (shrK B) {Key K, Agent Al]})
€ set evs"
apply (erule rev_mp)
apply (erule ns_shared.induct, force, drule_tac [4] NS3_msg_in_parts_spies,
auto)
done

lemma A_trusts_NS4_lemma [rule_format]:
"evs € ns_shared —

Key K ¢ analz (spies evs) —

Says Server A (Crypt (shrK A) {NA, Agent B, Key K, X|}) € set evs —

Crypt K (Nonce NB) € parts (spies evs) —

Says B A (Crypt K (Nonce NB)) € set evs"
apply (erule ns_shared.induct, force, drule_tac [4] NS3_msg_in_parts_spies)
apply (analz_mono_contra, simp_all, blast)

NS2: contradiction from the assumptions Key K ¢ used evs2 and Crypt K (Nonce
NB) € parts (knows Spy evs2)

apply (force dest!: Crypt_imp_keysFor)

NS4
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apply (metis B_trusts_NS3 Crypt_Spy_analz_bad Says_imp_analz_Spy Says_imp_parts_knows_Spy
analz.Fst unique_session_keys)
done

This version no longer assumes that K is secure

lemma A_trusts_NS4:
"[Crypt K (Nonce NB) € parts (spies evs);
Crypt (shrK A) {NA, Agent B, Key K, X} € parts (spies evs);
VNB. Notes Spy {NA, NB, Key K|} ¢ set evs;
A ¢ bad; B ¢ bad; evs € ns_shared]
— Says B A (Crypt K (Nonce NB)) € set evs"
by (blast intro: A_trusts_NS4_lemma
dest: A_trusts_NS2 Spy_not_see_encrypted_key)

If the session key has been used in NS4 then somebody has forwarded component
X in some instance of NS4. Perhaps an interesting property, but not needed
(after all) for the proofs below.

theorem NS4_implies_NS3 [rule_format]:
"evs € ns_shared —

Key K ¢ analz (spies evs) —
Says Server A (Crypt (shrK A) {NA, Agent B, Key K, X}) € set evs —»
Crypt K (Nonce NB) € parts (spies evs) —
(34A°. Says A’ B X € set evs)"

apply (erule ns_shared.induct, force)

apply (drule_tac [4] NS3_msg_in_parts_spies)

apply analz_mono_contra

apply (simp_all add: ex_disj_distrib, blast)

NS2
apply (blast dest!: new_keys_not_used Crypt_imp_keysFor)
NS4

apply (metis B_trusts_NS3 Crypt_Spy_analz_bad Says_imp_analz_Spy Says_imp_parts_knows_Spy
analz.Fst unique_session_keys)
done

lemma B_trusts_NS5_lemma [rule_format]:
"[B ¢ bad; evs € ns_shared] =
Key K ¢ analz (spies evs) —
Says Server A
(Crypt (shrK A) {NA, Agent B, Key K,
Crypt (shrK B) {Key K, Agent A}}) € set evs —
Crypt K {Nonce NB, Nonce NB|} € parts (spies evs) —
Says A B (Crypt K {Nonce NB, Nonce NB[}) € set evs"
apply (erule ns_shared.induct, force)
apply (drule_tac [4] NS3_msg_in_parts_spies)
apply (analz_mono_contra, simp_all, blast)

NS2
apply (blast dest!: new_keys_not_used Crypt_imp_keysFor)

NS5
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apply (blast dest!: A_trusts_NS2
dest: Says_imp_knows_Spy [THEN analz.Inj]
unique_session_keys Crypt_Spy_analz_bad)
done

Very strong Oops condition reveals protocol’s weakness

lemma B_trusts_NS5:
"[Crypt K {Nonce NB, Nonce NB|} € parts (spies evs);
Crypt (shrK B) {Key K, Agent A} € parts (spies evs);
VNA NB. Notes Spy {NA, NB, Key K|} ¢ set evs;
A ¢ bad; B ¢ bad; evs € ns_shared]
—> Says A B (Crypt K {Nonce NB, Nonce NB}) € set evs"
by (blast intro: B_trusts_NS5_lemma
dest: B_trusts_NS3 Spy_not_see_encrypted_key)

Unaltered so far wrt original version

3.3 Lemmas for reasoning about predicate ”Issues”

lemma spies_Says_rev: "spies (evs @ [Says A B X]) = insert X (spies evs)"
apply (induct_tac "evs")

apply (induct_tac [2] "a", auto)

done

lemma spies_Gets_rev: "spies (evs @ [Gets A X]) = spies evs"
apply (induct_tac "evs")

apply (induct_tac [2] "a", auto)

done

lemma spies_Notes_rev: "spies (evs @ [Notes A X]) =
(if A:bad then insert X (spies evs) else spies evs)"
apply (induct_tac "evs")
apply (induct_tac [2] "a", auto)
done

lemma spies_evs_rev: "spies evs = spies (rev evs)"

apply (induct_tac "evs")

apply (induct_tac [2] "a")

apply (simp_all (no_asm_simp) add: spies_Says_rev spies_Gets_rev spies_Notes_rev)
done

lemmas parts_spies_evs_revD2 = spies_evs_rev [THEN equalityD2, THEN parts_mono]
lemma spies_takeWhile: "spies (takeWhile P evs) <= spies evs"

apply (induct_tac "evs")

apply (induct_tac [2] "a", auto)

Resembles used_subset_append in theory Event

done

lemmas parts_spies_takeWhile_mono = spies_takeWhile [THEN parts_mono]
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3.4 Guarantees of non-injective agreement on the session
key, and of key distribution. They also express forms
of freshness of certain messages, namely that agents
were alive after something happened.

lemma B_Issues_A:
"[ Says B A (Crypt K (Nonce Nb)) € set evs;
Key K ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € ns_shared |
— B Issues A with (Crypt K (Nonce Nb)) on evs"
apply (simp (no_asm) add: Issues_def)
apply (rule exI)
apply (rule conjI, assumption)
apply (simp (no_asm))
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule ns_shared.induct, analz_mono_contra)
apply (simp_all)

fake

apply blast
apply (simp_all add: takeWhile_tail)

NS3 remains by pure coincidence!

apply (force dest!: A_trusts_NS2 Says_Server_message_form)

NS4 would be the non-trivial case can be solved by Nb being used

apply (blast dest: parts_spies_takeWhile_mono [THEN subsetD]
parts_spies_evs_revD2 [THEN subsetD])
done

Tells A that B was alive after she sent him the session key. The session key
must be assumed confidential for this deduction to be meaningful, but that
assumption can be relaxed by the appropriate argument.

Precisely, the theorem guarantees (to A) key distribution of the session key to
B. It also guarantees (to A) non-injective agreement of B with A on the session
key. Both goals are available to A in the sense of Goal Availability.

lemma A_authenticates_and_keydist_to_B:
"[Crypt K (Nonce NB) € parts (spies evs);
Crypt (shrK A) {NA, Agent B, Key K, X[ € parts (spies evs);
Key K ¢ analz(knows Spy evs);
A ¢ bad; B ¢ bad; evs € ns_shared]
— B Issues A with (Crypt K (Nonce NB)) on evs"
by (blast intro: A_trusts_NS4_lemma B_Issues_A dest: A_trusts_NS2)

lemma A_trusts_NS5:
"[ Crypt K {Nonce NB, Nonce NB|} € parts(spies evs);
Crypt (shrK A) {Nonce NA, Agent B, Key K, X| € parts(spies evs);
Key K ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € ns_shared |
—> Says A B (Crypt K {Nonce NB, Nonce NB[}) € set evs"
apply (erule rev_mp)
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apply (erule rev_mp)

apply (erule rev_mp)

apply (erule ns_shared.induct, analz_mono_contra)
apply (simp_all)

Fake

apply blast

NS2

apply (force dest!: Crypt_imp_keysFor)

NS3

apply (metis NS3_msg_in_parts_spies parts_cut_eq)
NS5, the most important case, can be solved by unicity

apply (metis A_trusts_NS2 Crypt_Spy_analz_bad Says_imp_analz_Spy Says_imp_parts_knows_Spy
analz.Fst analz.Snd unique_session_keys)
done

lemma A_Issues_B:
"[ Says A B (Crypt K {Nonce NB, Nonce NB}) € set evs;
Key K ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € ns_shared ]
= A Issues B with (Crypt K {Nonce NB, Nonce NBJ}) on evs"
apply (simp (no_asm) add: Issues_derf)
apply (rule exI)
apply (rule conjI, assumption)
apply (simp (no_asm))
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule ns_shared.induct, analz_mono_contra)
apply (simp_all)

fake

apply blast
apply (simp_all add: takeWhile_tail)

NS3 remains by pure coincidence!

apply (force dest!: A_trusts_NS2 Says_Server_message_form)

NS5 is the non-trivial case and cannot be solved as in B_Issues_A! because NB is not
fresh. We need A_trusts_NS5, proved for this very purpose

apply (blast dest: A_trusts_NS5 parts_spies_takeWhile_mono [THEN subsetD]
parts_spies_evs_revD2 [THEN subsetD])
done

Tells B that A was alive after B issued NB.

Precisely, the theorem guarantees (to B) key distribution of the session key to
A. Tt also guarantees (to B) non-injective agreement of A with B on the session
key. Both goals are available to B in the sense of Goal Availability.

lemma B_authenticates_and_keydist_to_A:
"[Crypt K {Nonce NB, Nonce NB|} € parts (spies evs);
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Crypt (shrK B) {Key K, Agent A} € parts (spies evs);
Key K ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € ns_shared]
— A Issues B with (Crypt K {Nonce NB, Nonce NB}) on evs"
by (blast intro: A_Issues_B B_trusts_NS5_lemma dest: B_trusts_NS3)

end

4 The Kerberos Protocol, BAN Version

theory Kerberos_BAN imports Public begin

From page 251 of Burrows, Abadi and Needham (1989). A Logic of Authenti-
cation. Proc. Royal Soc. 426

Confidentiality (secrecy) and authentication properties are also given in a termpo-
ral version: strong guarantees in a little abstracted - but very realistic - model.

consts
sesKlife :: nat

authlife :: nat

The ticket should remain fresh for two journeys on the network at least

specification (sesKlife)
sesKlife_LB [iff]: "2 < sesKlife"
by blast

The authenticator only for one journey

specification (authlife)

authlife_LB [iff]: "authlife # 0"
by blast

abbreviation

CT :: "event list=>nat" where

"CT == length "
abbreviation

expiredK :: "[nat, event list] => bool" where

"expiredK T evs == sesKlife + T < CT evs"
abbreviation

expiredA :: "[nat, event list] => bool" where

"expiredA T evs == authlife + T < CT evs"
definition

Issues :: "[agent, agent, msg, event list] => bool"

("_ Issues with _ on _") where
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"A Issues B with X on evs =
(3Y. Says ABY € set evs & X € parts {Y} &
X ¢ parts (spies (takeWhile (% z. z # Says A B Y) (rev evs))))"

definition
before :: "[event, event list] => event list" ("before _ omn _")
where "before ev on evs = takeWhile (% z. z “= ev) (rev evs)"
definition
Unique :: "[event, event list] => bool" ("Unique _ on _")

where "Unique ev on evs = (ev ¢ set (tl (dropWhile (% z. z # ev) evs)))"

inductive_set bankerberos :: "event list set"
where

Nil: "[] € bankerberos"

| Fake: "[ evsf € bankerberos; X € synth (analz (spies evsf)) |
— Says Spy B X # evsf € bankerberos"

| BK1: "[ evsl € bankerberos |
—> Says A Server {Agent A, Agent B} # evsl
€ bankerberos"

| BK2: "] evs2 € bankerberos; Key K ¢ used evs2; K € symKeys;
Says A’ Server {Agent A, Agent B} € set evs2 |
— Says Server A
(Crypt (shrK A)
{Number (CT evs2), Agent B, Key K,
(Crypt (shrK B) {Number (CT evs2), Agent A, Key K[})|[)
# evs2 € bankerberos"

| BK3: "[ evs3 € bankerberos;
Says S A (Crypt (shrK A) {Number Tk, Agent B, Key K, Ticket[)
€ set evs3;
Says A Server {Agent A, Agent B} € set evs3;
— expiredK Tk evs3 |
— Says A B {Ticket, Crypt K {Agent A, Number (CT evs3)| }
# evs3 € bankerberos"

| BK4: "] evs4 € bankerberos;
Says A’ B {(Crypt (shrK B) {Number Tk, Agent A, Key K[}),
(Crypt K {Agent A, Number Tal) [}: set evs4;
— expiredK Tk evs4; — expiredA Ta evs4 |
—> Says B A (Crypt K (Number Ta)) # evs4
€ bankerberos"
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| Oops: "[ evso € bankerberos;
Says Server A (Crypt (shrK A) {Number Tk, Agent B, Key K, Ticketl})
€ set evso;
expiredK Tk evso ]
=—> Notes Spy {Number Tk, Key K|} # evso € bankerberos"

declare Says_imp_knows_Spy [THEN parts.Inj, dest]
declare parts.Body [dest]

declare analz_into_parts [dest]

declare Fake_parts_insert_in_Un [dest]

A 7possibility property”: there are traces that reach the end.

lemma "[Key K ¢ used []; K € symKeys]
— dTimestamp. Jevs € bankerberos.
Says B A (Crypt K (Number Timestamp))

€ set evs"
apply (cut_tac sesKlife_LB)
apply (intro exI bexI)
apply (rule_tac [2]

bankerberos.Nil [THEN bankerberos.BK1, THEN bankerberos.BK2,
THEN bankerberos.BK3, THEN bankerberos.BK4])

apply (possibility, simp_all (no_asm_simp) add: used_Cons)
done

4.1 Lemmas for reasoning about predicate ”Issues”

lemma spies_Says_rev: "spies (evs @ [Says A B X]) = insert X (spies evs)"
apply (induct_tac "evs")

apply (induct_tac [2] "a", auto)

done

lemma spies_Gets_rev: "spies (evs @ [Gets A X]) = spies evs"
apply (induct_tac "evs")

apply (induct_tac [2] "a", auto)

done

lemma spies_Notes_rev: "spies (evs @ [Notes A X]) =
(if A:bad then insert X (spies evs) else spies evs)"
apply (induct_tac "evs")
apply (induct_tac [2] "a", auto)
done

lemma spies_evs_rev: "spies evs = spies (rev evs)"

apply (induct_tac "evs")

apply (induct_tac [2] "a")

apply (simp_all (no_asm_simp) add: spies_Says_rev spies_Gets_rev spies_Notes_rev)
done

lemmas parts_spies_evs_revD2 = spies_evs_rev [THEN equalityD2, THEN parts_mono]

lemma spies_takeWhile: "spies (takeWhile P evs) <= spies evs"
apply (induct_tac "evs")
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apply (induct_tac [2] "a", auto)

Resembles used_subset_append in theory Event.

done

lemmas parts_spies_takeWhile_mono = spies_takeWhile [THEN parts_mono]

Lemmas for reasoning about predicate ”before”

lemma used_Says_rev: "used (evs @ [Says A B X])
apply (induct_tac "evs")

apply simp

apply (induct_tac "a")

apply auto

done

parts {X} U (used evs)"

lemma used_Notes_rev: "used (evs @ [Notes A X])
apply (induct_tac "evs")

apply simp

apply (induct_tac "a")

apply auto

done

parts {X} U (used evs)"

lemma used_Gets_rev: "used (evs @ [Gets B X]) = used evs"
apply (induct_tac "evs")

apply simp

apply (induct_tac "a")

apply auto

done

lemma used_evs_rev: "used evs = used (rev evs)"
apply (induct_tac "evs")

apply simp

apply (induct_tac "a")

apply (simp add: used_Says_rev)

apply (simp add: used_Gets_rev)

apply (simp add: used_Notes_rev)

done

lemma used_takeWhile_used [rule_format]:
"x : used (takeWhile P X) --> x : used X"
apply (induct_tac "X")
apply simp
apply (induct_tac "a")
apply (simp_all add: used_Nil)
apply (blast dest!: initState_into_used)+
done

lemma set_evs_rev: "set evs = set (rev evs)"
apply auto
done

lemma takeWhile_void [rule_format]:
"x ¢ set evs — takeWhile (Az. z # x) evs = evs"
apply auto



4.1 Lemmas for reasoning about predicate ”Issues” 57

done

Forwarding Lemma for reasoning about the encrypted portion of message BK3

lemma BK3_msg_in_parts_spies:
"Says S A (Crypt KA {Timestamp, B, K, X[}) € set evs
= X € parts (spies evs)"

apply blast

done

lemma Oops_parts_spies:
"Says Server A (Crypt (shrK A) {Timestamp, B, K, X}}) € set evs
— K € parts (spies evs)"

apply blast

done

Spy never sees another agent’s shared key! (unless it’s bad at start)

lemma Spy_see_shrK [simp]:
"evs € bankerberos —> (Key (shrK A) € parts (spies evs)) = (A € bad)"
apply (erule bankerberos.induct)
apply (frule_tac [7] Oops_parts_spies)
apply (frule_tac [5] BK3_msg_in_parts_spies, simp_all, blast+)
done

lemma Spy_analz_shrK [simp]:

"evs € bankerberos = (Key (shrK A) € analz (spies evs))
apply auto
done

(A € bad)"

lemma Spy_see_shrK_D [dest!]:
"[ Key (shrK A) € parts (spies evs);
evs € bankerberos ﬂ = A:bad"
apply (blast dest: Spy_see_shrk)
done

lemmas Spy_analz_shrK_D = analz_subset_parts [THEN subsetD, THEN Spy_see_shrK_D,
dest!]

Nobody can have used non-existent keys!

lemma new_keys_not_used [simp]:
"[Key K ¢ used evs; K € symKeys; evs € bankerberos]
—> K ¢ keysFor (parts (spies evs))"

apply (erule rev_mp)

apply (erule bankerberos.induct)

apply (frule_tac [7] Oops_parts_spies)

apply (frule_tac [5] BK3_msg_in_parts_spies, simp_all)

Fake
apply (force dest!: keysFor_parts_insert)
BK2, BK3, BK4

apply (force dest!: analz_shrK_Decrypt)+
done
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4.2 Lemmas concerning the form of items passed in mes-
sages

Describes the form of K, X and K’ when the Server sends this message.

lemma Says_Server_message_form:
"[ Says Server A (Crypt K’ {Number Tk, Agent B, Key K, Ticketl})
€ set evs; evs € bankerberos ]]
= K’ = shrK A & K ¢ range shrK &
Ticket = (Crypt (shrK B) {Number Tk, Agent A, Key K|}) &
Key K ¢ used(before
Says Server A (Crypt K’ {Number Tk, Agent B, Key K, Ticket|)
on evs) &
Tk = CT(before
Says Server A (Crypt K’ {Number Tk, Agent B, Key K, Ticket|)
on evs)"
apply (unfold before_def)
apply (erule rev_mp)
apply (erule bankerberos.induct, simp_all add: takeWhile_tail)
apply auto
apply (metis length_rev set_rev takeWhile_void used_evs_rev)+
done

If the encrypted message appears then it originated with the Server PROVIDED
that A is NOT compromised! This allows A to verify freshness of the session
key.

lemma Kab_authentic:
"[ Crypt (shrK A) {Number Tk, Agent B, Key K, X}
€ parts (spies evs);
A ¢ bad; evs € bankerberos |
—> Says Server A (Crypt (shrK A) {Number Tk, Agent B, Key K, X[})
€ set evs"

apply (erule rev_mp)
apply (erule bankerberos.induct)
apply (frule_tac [7] Oops_parts_spies)
apply (frule_tac [5] BK3_msg_in_parts_spies, simp_all, blast)
done

If the TICKET appears then it originated with the Server

FRESHNESS OF THE SESSION KEY to B

lemma ticket_authentic:
"[ Crypt (shrK B) {Number Tk, Agent A, Key K|} € parts (spies evs);
B ¢ bad; evs € bankerberos |
— Says Server A
(Crypt (shrK A) {Number Tk, Agent B, Key K,
Crypt (shrK B) {Number Tk, Agent A, Key K[}|})
€ set evs"
apply (erule rev_mp)
apply (erule bankerberos.induct)
apply (frule_tac [7] Oops_parts_spies)
apply (frule_tac [5] BK3_msg_in_parts_spies, simp_all, blast)
done
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EITHER describes the form of X when the following message is sent, OR reduces
it to the Fake case. Use Says_Server_message_form if applicable.

lemma Says_S_message_form:
"[ Says S A (Crypt (shrK A) {Number Tk, Agent B, Key K, X[})
€ set evs;
evs € bankerberos |
— (K ¢ range shrK & X = (Crypt (shrK B) {Number Tk, Agent A, Key K[}))
| X € analz (spies evs)"
apply (case_tac "A € bad")
apply (force dest!: Says_imp_spies [THEN analz.Inj])
apply (frule Says_imp_spies [THEN parts.Injl)
apply (blast dest!: Kab_authentic Says_Server_message_form)
done

Session keys are not used to encrypt other session keys

lemma analz_image_freshK [rule_format (no_asm)]:
"evs € bankerberos =—
VK KK. KK C - (range shrK) —

(Key K € analz (Key‘KK Un (spies evs))) =

(K € KK | Key K € analz (spies evs))"
apply (erule bankerberos.induct)
apply (drule_tac [7] Says_Server_message_form)
apply (erule_tac [5] Says_S_message_form [THEN disjE], analz_freshK, spy_analz,
auto)
done

lemma analz_insert_freshK:

"[ evs € bankerberos; KAB ¢ range shrKk | —

(Key K € analz (insert (Key KAB) (spies evs))) =

(K = KAB | Key K € analz (spies evs))"
apply (simp only: analz_image_freshK analz_image_freshK_simps)
done

The session key K uniquely identifies the message

lemma unique_session_keys:
"[ Says Server A
(Crypt (shrK A) {Number Tk, Agent B, Key K, X|}) € set evs;
Says Server A’
(Crypt (shrK A’) {Number Tk’, Agent B’, Key K, X’[}) € set evs;
evs € bankerberos | =—> A=A’ & Tk=Tk’ & B=B’ & X = X’"
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule bankerberos.induct)
apply (frule_tac [7] Oops_parts_spies)
apply (frule_tac [5] BK3_msg_in_parts_spies, simp_all)

BK2: it can’t be a new key

apply blast
done

lemma Server_Unique:
"[ Says Server A
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(Crypt (shrK A) {Number Tk, Agent B, Key K, Ticket]}) € set evs;
evs € bankerberos | =
Unique Says Server A (Crypt (shrK A) {Number Tk, Agent B, Key K, Ticket|)
on evs"
apply (erule rev_mp, erule bankerberos.induct, simp_all add: Unique_def)
apply blast
done

4.3 Non-temporal guarantees, explicitly relying on non-
occurrence of oops events - refined below by temporal
guarantees

Non temporal treatment of confidentiality

Lemma: the session key sent in msg BK2 would be lost by oops if the spy could
see it!

lemma lemma_conf [rule_format (no_asm)]:
"l A ¢ bad; B ¢ bad; evs € bankerberos |
— Says Server A
(Crypt (shrK A) {Number Tk, Agent B, Key K,
Crypt (shrK B) {Number Tk, Agent A, Key K[}|})
€ set evs —
Key K € analz (spies evs) — Notes Spy {Number Tk, Key K|} € set evs"
apply (erule bankerberos.induct)
apply (frule_tac [7] Says_Server_message_form)
apply (frule_tac [5] Says_S_message_form [THEN disjE])
apply (simp_all (no_asm_simp) add: analz_insert_eq analz_insert_freshK pushes)

Fake
apply spy_analz
BK2

apply (blast intro: parts_insertlI)

BK3

apply (case_tac "Aa € bad")

prefer 2 apply (blast dest: Kab_authentic unique_session_keys)

apply (blast dest: Says_imp_spies [THEN analz.Inj] Crypt_Spy_analz_bad elim!:
MPair_analz)

Oops

apply (blast dest: unique_session_keys)
done

Confidentiality for the Server: Spy does not see the keys sent in msg BK2 as
long as they have not expired.

lemma Confidentiality_S:
"[ Says Server A
(Crypt K’ {Number Tk, Agent B, Key K, Ticket|}) € set evs;
Notes Spy {Number Tk, Key K[} ¢ set evs;
A ¢ bad; B ¢ bad; evs € bankerberos
] = Key K ¢ analz (spies evs)"
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apply (frule Says_Server_message_form, assumption)
apply (blast intro: lemma_conf)
done

Confidentiality for Alice

lemma Confidentiality_A:
"[ Crypt (shrK A) {Number Tk, Agent B, Key K, X| € parts (spies evs);
Notes Spy {Number Tk, Key K|} ¢ set evs;
A ¢ bad; B ¢ bad; evs € bankerberos
] = Key K ¢ analz (spies evs)"
apply (blast dest!: Kab_authentic Confidentiality_S)
done

Confidentiality for Bob

lemma Confidentiality_B:
"[ Crypt (shrK B) {Number Tk, Agent A, Key K|}
€ parts (spies evs);
Notes Spy {Number Tk, Key K|} ¢ set evs;
A ¢ bad; B ¢ bad; evs € bankerberos
] = Key K ¢ analz (spies evs)"
apply (blast dest!: ticket_authentic Confidentiality_S)
done

Non temporal treatment of authentication

Lemmas Iemma_4A and lemma_B in fact are common to both temporal and non-
temporal treatments

lemma lemma_A [rule_format]:
"[ A ¢ bad; B ¢ bad; evs € bankerberos |
_—
Key K ¢ analz (spies evs) —
Says Server A (Crypt (shrK A) {Number Tk, Agent B, Key K, X[)
€ set evs —>
Crypt K {Agent A, Number Ta|} € parts (spies evs) —
Says A B {X, Crypt K {Agent A, Number Tal]}
€ set evs"
apply (erule bankerberos.induct)
apply (frule_tac [7] Oops_parts_spies)
apply (frule_tac [5] Says_S_message_form)
apply (frule_tac [6] BK3_msg_in_parts_spies, analz_mono_contra)
apply (simp_all (no_asm_simp) add: all_conj_distrib)

Fake

apply blast

BK2

apply (force dest: Crypt_imp_invKey_keysFor)
BK3

apply (blast dest: Kab_authentic unique_session_keys)
done

lemma lemma_B [rule_format]:
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"l B ¢ bad; evs € bankerberos |
—> Key K ¢ analz (spies evs) —
Says Server A (Crypt (shrK A) {Number Tk, Agent B, Key K, X[})
€ set evs —
Crypt K (Number Ta) € parts (spies evs) —
Says B A (Crypt K (Number Ta)) € set evs"
apply (erule bankerberos.induct)
apply (frule_tac [7] Oops_parts_spies)
apply (frule_tac [5] Says_S_message_form)
apply (drule_tac [6] BK3_msg_in_parts_spies, analz_mono_contra)
apply (simp_all (no_asm_simp) add: all_conj_distrib)

Fake

apply blast

BK2

apply (force dest: Crypt_imp_invKey_keysFor)
BK4

apply (blast dest: ticket_authentic unique_session_keys
Says_imp_spies [THEN analz.Inj] Crypt_Spy_analz_bad)
done

The ”r” suffix indicates theorems where the confidentiality assumptions are
relaxed by the corresponding arguments.

Authentication of A to B

lemma B_authenticates_A_r:
"[ Crypt K {Agent A, Number Ta| € parts (spies evs);
Crypt (shrK B) {Number Tk, Agent A, Key K} € parts (spies evs);
Notes Spy {Number Tk, Key K[} ¢ set evs;
A ¢ bad; B ¢ bad; evs € bankerberos |
—> Says A B {Crypt (shrK B) {Number Tk, Agent A, Key K|,
Crypt K {Agent A, Number Tal} € set evs"
apply (blast dest!: ticket_authentic
intro!: lemma_A
elim!: Confidentiality_S [THEN [2] rev_notE])
done

Authentication of B to A

lemma A_authenticates_B_r:
"[ Crypt K (Number Ta) € parts (spies evs);
Crypt (shrK A) {Number Tk, Agent B, Key K, X| € parts (spies evs);
Notes Spy {Number Tk, Key K[} ¢ set evs;
A ¢ bad; B ¢ bad; evs € bankerberos |
—> Says B A (Crypt K (Number Ta)) € set evs"
apply (blast dest!: Kab_authentic
intro!: lemma_B elim!: Confidentiality_S [THEN [2] rev_notE])
done

lemma B_authenticates_A:
"[ Crypt K {Agent A, Number Tal} € parts (spies evs);
Crypt (shrK B) {Number Tk, Agent A, Key K|} € parts (spies evs);
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Key K ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € bankerberos |
= Says A B {Crypt (shrK B) {Number Tk, Agent A, Key K|},
Crypt K {Agent A, Number Tal} € set evs"
apply (blast dest!: ticket_authentic intro!: lemma_A)
done

lemma A_authenticates_B:
"[ Crypt K (Number Ta) € parts (spies evs);
Crypt (shrK A) {Number Tk, Agent B, Key K, X| € parts (spies evs);
Key K ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € bankerberos |
—> Says B A (Crypt K (Number Ta)) € set evs"
apply (blast dest!: Kab_authentic intro!: lemma_B)
done

4.4 Temporal guarantees, relying on a temporal check that
insures that no oops event occurred. These are avail-
able in the sense of goal availability

Temporal treatment of confidentiality

Lemma: the session key sent in msg BK2 would be EXPIRED if the spy could
see it!
lemma lemma_conf_temporal [rule_format (no_asm)]:
"[ A ¢ bad; B ¢ bad; evs € bankerberos |
—> Says Server A
(Crypt (shrK A) {Number Tk, Agent B, Key K,
Crypt (shrK B) {Number Tk, Agent A, Key K[}[})
€ set evs —
Key K € analz (spies evs) — expiredK Tk evs"
apply (erule bankerberos.induct)
apply (frule_tac [7] Says_Server_message_form)
apply (frule_tac [5] Says_S_message_form [THEN disjE])
apply (simp_all (no_asm_simp) add: less_Sucl analz_insert_eq analz_insert_freshK
pushes)

Fake

apply spy_analz

BK2

apply (blast intro: parts_insertI less_SucI)
BK3

apply (metis Crypt_Spy_analz_bad Kab_authentic Says_imp_analz_Spy
Says_imp_parts_knows_Spy analz.Snd less_SucI unique_session_keys)

Oops: PROOF FAILS if unsafe intro below

apply (blast dest: unique_session_keys intro!: less_SucI)
done

Confidentiality for the Server: Spy does not see the keys sent in msg BK2 as
long as they have not expired.
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lemma Confidentiality_S_temporal:
"[ Says Server A
(Crypt K’ {Number T, Agent B, Key K, X[|) € set evs;
— expiredK T evs;
A ¢ bad; B ¢ bad; evs € bankerberos
] = Key K ¢ analz (spies evs)"
apply (frule Says_Server_message_form, assumption)
apply (blast intro: lemma_conf_temporal)
done

Confidentiality for Alice

lemma Confidentiality_A_temporal:
"[ Crypt (shrK A) {Number T, Agent B, Key K, X| € parts (spies evs);
— expiredK T evs;
A ¢ bad; B ¢ bad; evs € bankerberos
] = Key K ¢ analz (spies evs)"
apply (blast dest!: Kab_authentic Confidentiality_S_temporal)
done

Confidentiality for Bob

lemma Confidentiality_B_temporal:
"[ Crypt (shrK B) {Number Tk, Agent A, Key K|}
€ parts (spies evs);
— expiredK Tk evs;
A ¢ bad; B ¢ bad; evs € bankerberos
] = Key K ¢ analz (spies evs)"
apply (blast dest!: ticket_authentic Confidentiality_S_temporal)
done

Temporal treatment of authentication

Authentication of A to B

lemma B_authenticates_A_temporal:
"[ Crypt K {Agent A, Number Ta|} € parts (spies evs);
Crypt (shrK B) {Number Tk, Agent A, Key K|}
€ parts (spies evs);
— expiredK Tk evs;
A ¢ bad; B ¢ bad; evs € bankerberos |
—> Says A B {Crypt (shrK B) {Number Tk, Agent A, Key K|,
Crypt K {Agent A, Number Tal} € set evs"
apply (blast dest!: ticket_authentic
intro!: lemma_A
elim!: Confidentiality_S_temporal [THEN [2] rev_notE])
done

Authentication of B to A

lemma A_authenticates_B_temporal:
"[ Crypt K (Number Ta) € parts (spies evs);
Crypt (shrK A) {Number Tk, Agent B, Key K, X|}
€ parts (spies evs);
- expiredK Tk evs;
A ¢ bad; B ¢ bad; evs € bankerberos |
= Says B A (Crypt K (Number Ta)) € set evs"
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apply (blast dest!: Kab_authentic
intro!: lemma_B elim!: Confidentiality_S_temporal [THEN [2] rev_notE])
done

4.5 Treatment of the key distribution goal using trace in-
spection. All guarantees are in non-temporal form,
hence non available, though their temporal form is
trivial to derive. These guarantees also convey a stronger
form of authentication - non-injective agreement on
the session key

lemma B_Issues_A:
"[ Says B A (Crypt K (Number Ta)) € set evs;
Key K ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € bankerberos |
— B Issues A with (Crypt K (Number Ta)) on evs"
apply (simp (no_asm) add: Issues_def)
apply (rule exI)
apply (rule conjI, assumption)
apply (simp (no_asm))
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule bankerberos.induct, analz_mono_contra)
apply (simp_all (no_asm_simp))

fake

apply blast

K4 obviously is the non-trivial case

apply (simp add: takeWhile_tail)

apply (blast dest: ticket_authentic parts_spies_takeWhile_mono [THEN subsetD]
parts_spies_evs_revD2 [THEN subsetD] intro: A_authenticates_B_temporal)

done

lemma A_authenticates_and_keydist_to_B:
"[ Crypt K (Number Ta) € parts (spies evs);
Crypt (shrK A) {Number Tk, Agent B, Key K, X| € parts (spies evs);
Key K ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € bankerberos |
—> B Issues A with (Crypt K (Number Ta)) on evs"
apply (blast dest!: A_authenticates_B B_Issues_A)
done

lemma A_Issues_B:
"[ Says A B {Ticket, Crypt K {Agent A, Number Tal}
€ set evs;
Key K ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € bankerberos |
= A Issues B with (Crypt K {Agent A, Number Tal}) on evs"

apply (simp (no_asm) add: Issues_def)
apply (rule exI)
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apply (rule conjI, assumption)

apply (simp (no_asm))

apply (erule rev_mp)

apply (erule rev_mp)

apply (erule bankerberos.induct, analz_mono_contra)
apply (simp_all (no_asm_simp))

fake

apply blast

K3 is the non trivial case

apply (simp add: takeWhile_tail)
apply auto
apply (blast dest: Kab_authentic Says_Server_message_form parts_spies_takeWhile_mono
[THEN subsetD] parts_spies_evs_revD2 [THEN subsetD]
intro!: B_authenticates_A4)
done

lemma B_authenticates_and_keydist_to_A:
"[ Crypt K {Agent A, Number Ta|} € parts (spies evs);
Crypt (shrK B) {Number Tk, Agent A, Key K|} € parts (spies evs);
Key K ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € bankerberos |
= A Issues B with (Crypt K {Agent A, Number Tal}) on evs"
apply (blast dest: B_authenticates_A A_Issues_B)
done

end

5 The Kerberos Protocol, BAN Version, with
Gets event

theory Kerberos_BAN_Gets imports Public begin

From page 251 of Burrows, Abadi and Needham (1989). A Logic of Authenti-
cation. Proc. Royal Soc. 426

Confidentiality (secrecy) and authentication properties rely on temporal checks:
strong guarantees in a little abstracted - but very realistic - model.

consts
sesKlife :: nat

authlife :: nat

The ticket should remain fresh for two journeys on the network at least
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The Gets event causes longer traces for the protocol to reach its end

specification (sesKlife)
sesKlife_LB [iff]: "4 < sesKlife"
by blast

The authenticator only for one journey

The Gets event causes longer traces for the protocol to reach its end

specification (authlife)

authlife_LB [iff]: "2 < authlife"
by blast
abbreviation
CT :: "event list=>nat" where
"CT == length"
abbreviation
expiredK :: "[nat, event list] => bool" where
"expiredK T evs == sesKlife + T < CT evs"
abbreviation
expiredA :: "[nat, event list] => bool" where
"expiredA T evs == authlife + T < CT evs"
definition
before :: "[event, event list] => event list" ("before _ omn _")
where "before ev on evs = takeWhile (J, z. z "= ev) (rev evs)"
definition
Unique :: "[event, event list] => bool" ("Unique _ on _")

where "Unique ev on evs = (ev ¢ set (tl (dropWhile (% z. z # ev) evs)))"
inductive_set bankerb_gets :: "event list set"
where

Nil: "[] € bankerb_gets"

| Fake: "[ evsf € bankerb_gets; X € synth (analz (knows Spy evsf)) |
— Says Spy B X # evsf € bankerb_gets"

| Reception: "[ evsr€ bankerb_gets; Says A B X € set evsr |
— Gets B X # evsr € bankerb_gets"

| BK1: "] evsl € bankerb_gets |

—> Says A Server {Agent A, Agent B} # evsl
€ bankerb_gets"

| BK2: "[ evs2 € bankerb_gets; Key K ¢ used evs2; K € symKeys;
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Gets Server {Agent A, Agent B} € set evs2 |
— Says Server A
(Crypt (shrK A)
{Number (CT evs2), Agent B, Key K,
(Crypt (shrK B) {Number (CT evs2), Agent A, Key K[})|)
# evs2 € bankerb_gets"

| BK3: "[ evs3 € bankerb_gets;
Gets A (Crypt (shrK A) {Number Tk, Agent B, Key K, Ticketl|})
€ set evs3;
Says A Server {Agent A, Agent B|} € set evs3;
— expiredK Tk evs3 |
— Says A B {Ticket, Crypt K {Agent A, Number (CT evs3)| }
# evs3 € bankerb_gets"

| BK4: "] evs4 € bankerb_gets;
Gets B {(Crypt (shrK B) {Number Tk, Agent A, Key K[),
(Crypt K {Agent A, Number Tal) [}: set evs4;
- expiredK Tk evs4; — expiredA Ta evs4 |
—> Says B A (Crypt K (Number Ta)) # evs4
€ bankerb_gets"

| Oops: "[ evso € bankerb_gets;
Says Server A (Crypt (shrK A) {Number Tk, Agent B, Key K, Ticket[)
€ set evso;
expiredK Tk evso |
= Notes Spy {Number Tk, Key K} # evso € bankerb_gets"

declare Says_imp_knows_Spy [THEN parts.Inj, dest]
declare parts.Body [dest]

declare analz_into_parts [dest]

declare Fake_parts_insert_in_Un [dest]

declare knows_Spy_partsEs [elim]

A 7 possibility property”: there are traces that reach the end.

lemma "[Key K ¢ used []; K € symKeys]
—> JTimestamp. Jevs € bankerb_gets.
Says B A (Crypt K (Number Timestamp))
€ set evs"
apply (cut_tac sesKlife_LB)
apply (cut_tac authlife_LB)
apply (intro exI bexI)
apply (rule_tac [2]
bankerb_gets.Nil [THEN bankerb_gets.BK1, THEN bankerb_gets.Reception,
THEN bankerb_gets.BK2, THEN bankerb_gets.Reception,
THEN bankerb_gets.BK3, THEN bankerb_gets.Reception,
THEN bankerb_gets.BK4])
apply (possibility, simp_all (no_asm_simp) add: used_Cons)
done
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Lemmas about reception invariant: if a message is received it certainly was sent

lemma Gets_imp_Says :
"[ Gets B X € set evs; evs € bankerb_gets | = JA. Says A B X € set
evs"
apply (erule rev_mp)
apply (erule bankerb_gets.induct)
apply auto
done

lemma Gets_imp_knows_Spy:

"[ Gets B X € set evs; evs € bankerb_gets | = X € knows Spy evs"
apply (blast dest!: Gets_imp_Says Says_imp_knows_Spy)
done

lemma Gets_imp_knows_Spy_parts[dest]:
"[ Gets B X € set evs; evs € bankerb_gets | = X € parts (knows Spy
evs)"
apply (blast dest: Gets_imp_knows_Spy [THEN parts.Injl)
done

lemma Gets_imp_knows:
"[ Gets B X € set evs; evs € bankerb_gets | = X € knows B evs"
by (metis Gets_imp_knows_Spy Gets_imp_knows_agents)

lemma Gets_imp_knows_analz:

”[[ Gets B X € set evs; evs € bankerb_gets ] —> X € analz (knows B evs)"
apply (blast dest: Gets_imp_knows [THEN analz.Inj])
done

Lemmas for reasoning about predicate ”before”

lemma used_Says_rev: "used (evs @ [Says A B X]) = parts {X} U (used evs)"
apply (induct_tac "evs")

apply simp

apply (induct_tac "a")

apply auto

done

lemma used_Notes_rev: "used (evs @ [Notes A X]) = parts {X} U (used evs)"
apply (induct_tac "evs")

apply simp

apply (induct_tac "a")

apply auto

done

lemma used_Gets_rev: "used (evs @ [Gets B X]) = used evs"
apply (induct_tac "evs")

apply simp

apply (induct_tac "a")

apply auto

done

lemma used_evs_rev: "used evs = used (rev evs)"
apply (induct_tac "evs")
apply simp
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apply (induct_tac "a")

apply (simp add: used_Says_rev)
apply (simp add: used_Gets_rev)
apply (simp add: used_Notes_rev)
done

lemma used_takeWhile_used [rule_format]:
"x : used (takeWhile P X) --> x : used X"
apply (induct_tac "X")
apply simp
apply (induct_tac "a")
apply (simp_all add: used_Nil)
apply (blast dest!: initState_into_used)+
done

lemma set_evs_rev: "set evs = set (rev evs)"
apply auto
done

lemma takeWhile_void [rule_format]:

"x ¢ set evs — takeWhile (Az. z # x) evs = evs"
apply auto
done

Forwarding Lemma for reasoning about the encrypted portion of message BK3

lemma BK3_msg_in_parts_knows_Spy:
"[Gets A (Crypt KA {Timestamp, B, K, X}) € set evs; evs € bankerb_gets
I

— X € parts (knows Spy evs)"
apply blast
done

lemma Oops_parts_knows_Spy:
"Says Server A (Crypt (shrK A) {Timestamp, B, K, X|}}) € set evs
— K € parts (knows Spy evs)"

apply blast

done

Spy never sees another agent’s shared key! (unless it’s bad at start)

lemma Spy_see_shrK [simp]:
"evs € bankerb_gets = (Key (shrK A) € parts (knows Spy evs)) = (A
€ bad)"
apply (erule bankerb_gets.induct)
apply (frule_tac [8] Oops_parts_knows_Spy)
apply (frule_tac [6] BK3_msg_in_parts_knows_Spy, simp_all, blast+)
done

lemma Spy_analz_shrK [simp]:

"evs € bankerb_gets = (Key (shrK A) € analz (knows Spy evs)) = (A
€ bad)"
by auto

lemma Spy_see_shrK_D [dest!]:
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"[ Key (shrk A) € parts (knows Spy evs);
evs € bankerb_gets | = A:bad"
by (blast dest: Spy_see_shrk)

lemmas Spy_analz_shrK_D = analz_subset_parts [THEN subsetD, THEN Spy_see_shrK_D,
dest!]

Nobody can have used non-existent keys!

lemma new_keys_not_used [simp]:
"[Key K ¢ used evs; K € symKeys; evs € bankerb_gets]
=—> K ¢ keysFor (parts (knows Spy evs))"

apply (erule rev_mp)

apply (erule bankerb_gets.induct)

apply (frule_tac [8] Oops_parts_knows_Spy)

apply (frule_tac [6] BK3_msg_in_parts_knows_Spy, simp_all)

Fake

apply (force dest!: keysFor_parts_insert)

BK2, BK3, BK4

apply (force dest!: analz_shrK_Decrypt)+
done

5.1 Lemmas concerning the form of items passed in mes-
sages

Describes the form of K, X and K’ when the Server sends this message.

lemma Says_Server_message_form:
"[ Says Server A (Crypt K’ {Number Tk, Agent B, Key K, Ticketl]})
€ set evs; evs € bankerb_gets ]]
= K’ = shrK A & K ¢ range shrK &
Ticket = (Crypt (shrK B) {Number Tk, Agent A, Key K[}) &
Key K ¢ used(before
Says Server A (Crypt K’ {Number Tk, Agent B, Key K, Ticketl]})
on evs) &
Tk = CT(before
Says Server A (Crypt K’ {Number Tk, Agent B, Key K, Ticketl]})
on evs)"
apply (unfold before_def)
apply (erule rev_mp)
apply (erule bankerb_gets.induct, simp_all)

We need this simplification only for Message 2

apply (simp (no_asm) add: takeWhile_tail)
apply auto

Two subcases of Message 2. Subcase: used before

apply (blast dest: used_evs_rev [THEN equalityD2, THEN contra_subsetD]
used_takeWhile_used)

subcase: CT before
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apply (fastforce dest!: set_evs_rev [THEN equalityD2, THEN contra_subsetD,
THEN takeWhile_void])
done

If the encrypted message appears then it originated with the Server PROVIDED
that A is NOT compromised! This allows A to verify freshness of the session
key.

lemma Kab_authentic:
"[ Crypt (shrK A) {Number Tk, Agent B, Key K, X}
€ parts (knows Spy evs);
A ¢ bad; evs € bankerb_gets |
—> Says Server A (Crypt (shrK A) {Number Tk, Agent B, Key K, X[})
€ set evs"
apply (erule rev_mp)
apply (erule bankerb_gets.induct)
apply (frule_tac [8] Oops_parts_knows_Spy)
apply (frule_tac [6] BK3_msg_in_parts_knows_Spy, simp_all, blast)
done

If the TICKET appears then it originated with the Server
FRESHNESS OF THE SESSION KEY to B

lemma ticket_authentic:
"[ Crypt (shrK B) {Number Tk, Agent A, Key K[} € parts (knows Spy evs);
B ¢ bad; evs € bankerb_gets |
— Says Server A
(Crypt (shrK A) {Number Tk, Agent B, Key K,
Crypt (shrK B) {Number Tk, Agent A, Key K[}|})

€ set evs"
apply (erule rev_mp)
apply (erule bankerb_gets.induct)
apply (frule_tac [8] Oops_parts_knows_Spy)
apply (frule_tac [6] BK3_msg_in_parts_knows_Spy, simp_all, blast)
done

EITHER describes the form of X when the following message is sent, OR reduces
it to the Fake case. Use Says_Server_message_form if applicable.

lemma Gets_Server_message_form:
"[ Gets A (Crypt (shrK A) {Number Tk, Agent B, Key K, X[)
€ set evs;

evs € bankerb_gets |
—> (K ¢ range shrK & X = (Crypt (shrK B) {Number Tk, Agent A, Key K[}))

| X € analz (knows Spy evs)"
apply (case_tac "A € bad")
apply (force dest!: Gets_imp_knows_Spy [THEN analz.Inj])
apply (blast dest!: Kab_authentic Says_Server_message_form)
done

Reliability guarantees: honest agents act as we expect

lemma BK3_imp_Gets:
"[ Says A B {Ticket, Crypt K {Agent A, Number Tall} € set evs;
A ¢ bad; evs € bankerb_gets |
= 3 Tk. Gets A (Crypt (shrK A) {Number Tk, Agent B, Key K, Ticketl]})
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€ set evs"
apply (erule rev_mp)
apply (erule bankerb_gets.induct)
apply auto
done

lemma BK4_imp_Gets:

"[ Says B A (Crypt K (Number Ta)) € set evs;

B ¢ bad; evs € bankerb_gets |
=—> 3 Tk. Gets B {Crypt (shrK B) {Number Tk, Agent A, Key K|,
Crypt K {Agent A, Number Tal]} € set evs"

apply (erule rev_mp)
apply (erule bankerb_gets.induct)
apply auto
done

lemma Gets_A_knows_K:
"[ Gets A (Crypt (shrK A) {Number Tk, Agent B, Key K, Ticket]}) € set evs;
evs € bankerb_gets |
—> Key K € analz (knows A evs)"
apply (force dest: Gets_imp_knows_analz)
done

lemma Gets_B_knows_K:
"[ Gets B {Crypt (shrK B) {Number Tk, Agent A, Key K|,
Crypt K {Agent A, Number Tal}} € set evs;
evs € bankerb_gets |
—> Key K € analz (knows B evs)"
apply (force dest: Gets_imp_knows_analz)
done

Session keys are not used to encrypt other session keys

lemma analz_image_freshK [rule_format (no_asm)]:
"evs € bankerb_gets —
VK KK. KK C - (range shrK) —

(Key K € analz (Key‘KK Un (knows Spy evs))) =

(K € KK | Key K € analz (knows Spy evs))"
apply (erule bankerb_gets.induct)
apply (drule_tac [8] Says_Server_message_form)
apply (erule_tac [6] Gets_Server_message_form [THEN disjE], analz_freshK,
spy_analz, auto)
done

lemma analz_insert_freshK:
"[ evs € bankerb_gets; KAB ¢ range shrk | —
(Key K € analz (insert (Key KAB) (knows Spy evs))) =
(K = KAB | Key K € analz (knows Spy evs))"

by (simp only: analz_image_freshK analz_image_freshK_simps)

The session key K uniquely identifies the message

lemma unique_session_keys:
"[ Says Server A
(Crypt (shrK A) {Number Tk, Agent B, Key K, X|}) € set evs;
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Says Server A’
(Crypt (shrK A’) {Number Tk’, Agent B’, Key K, X’}) € set evs;
evs € bankerb_gets ﬂ — A=A’ & Tk=Tk’ & B=B’ & X = X’"

apply (erule rev_mp)

apply (erule rev_mp)

apply (erule bankerb_gets.induct)

apply (frule_tac [8] Oops_parts_knows_Spy)

apply (frule_tac [6] BK3_msg_in_parts_knows_Spy, simp_all)

BK2: it can’t be a new key

apply blast
done

lemma unique_session_keys_Gets:
" Gets 4
(Crypt (shrK A) {Number Tk, Agent B, Key K, X|) € set evs;
Gets A
(Crypt (shrK A) {Number Tk’, Agent B’, Key K, X’}) € set evs;

A ¢ bad; evs € bankerb_gets | = Tk=Tk’ & B=B’ & X = X’"
apply (blast dest!: Kab_authentic unique_session_keys)
done

lemma Server_Unique:
"[ Says Server A
(Crypt (shrK A) {Number Tk, Agent B, Key K, Ticket[}) € set evs;
evs € bankerb_gets | =
Unique Says Server A (Crypt (shrK A) {Number Tk, Agent B, Key K, Ticket|)
on evs"
apply (erule rev_mp, erule bankerb_gets.induct, simp_all add: Unique_def)
apply blast
done

5.2 Non-temporal guarantees, explicitly relying on non-
occurrence of oops events - refined below by temporal
guarantees

Non temporal treatment of confidentiality

Lemma: the session key sent in msg BK2 would be lost by oops if the spy could
see it!

lemma lemma_conf [rule_format (no_asm)]:

"[ A ¢ bad; B ¢ bad; evs € bankerb_gets |

— Says Server A
(Crypt (shrK A) {Number Tk, Agent B, Key K,
Crypt (shrK B) {Number Tk, Agent A, Key K[}})
€ set evs —>

Key K € analz (knows Spy evs) — Notes Spy {Number Tk, Key K|} € set
evs"
apply (erule bankerb_gets.induct)
apply (frule_tac [8] Says_Server_message_form)
apply (frule_tac [6] Gets_Server_message_form [THEN disjE])
apply (simp_all (no_asm_simp) add: analz_insert_eq analz_insert_freshK pushes)
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Fake
apply spy_analz
BK2

apply (blast intro: parts_insertI)

BK3

apply (case_tac "Aa € bad")

prefer 2 apply (blast dest: Kab_authentic unique_session_keys)

apply (blast dest: Gets_imp_knows_Spy [THEN analz.Inj] Crypt_Spy_analz_bad
elim!: MPair_analz)

Oops

apply (blast dest: unique_session_keys)
done

Confidentiality for the Server: Spy does not see the keys sent in msg BK2 as
long as they have not expired.

lemma Confidentiality_S:
"[ Says Server A
(Crypt K’ {Number Tk, Agent B, Key K, Ticket]) € set evs;
Notes Spy {Number Tk, Key K|} ¢ set evs;
A ¢ bad; B ¢ bad; evs € bankerb_gets
] = Key K ¢ analz (knows Spy evs)"
apply (frule Says_Server_message_form, assumption)
apply (blast intro: lemma_conf)
done

Confidentiality for Alice

lemma Confidentiality_A:
"[ Crypt (shrK A) {Number Tk, Agent B, Key K, X| € parts (knows Spy evs);
Notes Spy {Number Tk, Key K[} ¢ set evs;
A ¢ bad; B ¢ bad; evs € bankerb_gets
] = Key K ¢ analz (knows Spy evs)"
by (blast dest!: Kab_authentic Confidentiality_S)

Confidentiality for Bob

lemma Confidentiality_B:
"[ Crypt (shrK B) {Number Tk, Agent A, Key K|}
€ parts (knows Spy evs);
Notes Spy {Number Tk, Key K|} ¢ set evs;
A ¢ bad; B ¢ bad; evs € bankerb_gets
] = Key K ¢ analz (knows Spy evs)"
by (blast dest!: ticket_authentic Confidentiality_S)

Non temporal treatment of authentication

Lemmas lemma_A and lemma_B in fact are common to both temporal and non-
temporal treatments

lemma lemma_A [rule_format]:
"[ A ¢ bad; B ¢ bad; evs € bankerb_gets |
=



765 THE KERBEROS PROTOCOL, BAN VERSION, WITH GETS EVENT

Key K ¢ analz (knows Spy evs) —
Says Server A (Crypt (shrK A) {Number Tk, Agent B, Key K, X[|})
€ set evs —
Crypt K {Agent A, Number Ta| € parts (knows Spy evs) —
Says A B {X, Crypt K {Agent A, Number Tal}
€ set evs"
apply (erule bankerb_gets.induct)
apply (frule_tac [8] Oops_parts_knows_Spy)
apply (frule_tac [6] Gets_Server_message_form)
apply (frule_tac [7] BK3_msg_in_parts_knows_Spy, analz_mono_contra)
apply (simp_all (no_asm_simp) add: all_conj_distrib)

Fake

apply blast

BK2

apply (force dest: Crypt_imp_invKey_keysFor)
BK3

apply (blast dest: Kab_authentic unique_session_keys)
done
lemma lemma_B [rule_format]:
"l B ¢ bad; evs € bankerb_gets |
—> Key K ¢ analz (knows Spy evs) —
Says Server A (Crypt (shrK A) {Number Tk, Agent B, Key K, X[})
€ set evs —»
Crypt K (Number Ta) € parts (knows Spy evs) —
Says B A (Crypt K (Number Ta)) € set evs"
apply (erule bankerb_gets.induct)
apply (frule_tac [8] Oops_parts_knows_Spy)
apply (frule_tac [6] Gets_Server_message_form)
apply (drule_tac [7] BK3_msg_in_parts_knows_Spy, analz_mono_contra)
apply (simp_all (no_asm_simp) add: all_conj_distrib)

Fake

apply blast

BK2

apply (force dest: Crypt_imp_invKey_keysFor)
BK4

apply (blast dest: ticket_authentic unique_session_keys
Gets_imp_knows_Spy [THEN analz.Inj] Crypt_Spy_analz_bad)
done

The ”r” suffix indicates theorems where the confidentiality assumptions are
relaxed by the corresponding arguments.

Authentication of A to B

lemma B_authenticates_A_r:
"[ Crypt K {Agent A, Number Tal} € parts (knows Spy evs);
Crypt (shrK B) {Number Tk, Agent A, Key K|} € parts (knows Spy evs);
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Notes Spy {Number Tk, Key K|} ¢ set evs;
A ¢ bad; B ¢ bad; evs € bankerb_gets |
= Says A B {Crypt (shrK B) {Number Tk, Agent A, Key K|},
Crypt K {Agent A, Number Tal} € set evs"
by (blast dest!: ticket_authentic
intro!: lemma_A
elim!: Confidentiality_S [THEN [2] rev_notE])

Authentication of B to A

lemma A_authenticates_B_r:
"[ Crypt K (Number Ta) € parts (knows Spy evs);
Crypt (shrK A) {Number Tk, Agent B, Key K, X| € parts (knows Spy evs);
Notes Spy {Number Tk, Key K|} ¢ set evs;
A ¢ bad; B ¢ bad; evs € bankerb_gets |
—> Says B A (Crypt K (Number Ta)) € set evs"
by (blast dest!: Kab_authentic
intro!: lemma_B elim!: Confidentiality_S [THEN [2] rev_notE])

lemma B_authenticates_A:
"[ crypt K {Agent A, Number Tal € parts (spies evs);
Crypt (shrK B) {Number Tk, Agent A, Key K|} € parts (spies evs);
Key K ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € bankerb_gets |
—> Says A B {Crypt (shrK B) {Number Tk, Agent A, Key K|},
Crypt K {Agent A, Number Tal}} € set evs"
apply (blast dest!: ticket_authentic intro!: lemma_A)
done

lemma A_authenticates_B:
"[ Crypt K (Number Ta) € parts (spies evs);
Crypt (shrK A) {Number Tk, Agent B, Key K, X| € parts (spies evs);
Key K ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € bankerb_gets |
—> Says B A (Crypt K (Number Ta)) € set evs"
apply (blast dest!: Kab_authentic intro!: lemma_B)
done

5.3 Temporal guarantees, relying on a temporal check that
insures that no oops event occurred. These are avail-
able in the sense of goal availability

Temporal treatment of confidentiality

Lemma: the session key sent in msg BK2 would be EXPIRED if the spy could
see it!

lemma lemma_conf_temporal [rule_format (no_asm)]:
"[ A ¢ bad; B ¢ bad; evs € bankerb_gets |
— Says Server A
(Crypt (shrK A) {Number Tk, Agent B, Key K,
Crypt (shrK B) {Number Tk, Agent A, Key K[}})
€ set evs —»
Key K € analz (knows Spy evs) — expiredK Tk evs"
apply (erule bankerb_gets.induct)
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apply (frule_tac [8] Says_Server_message_form)

apply (frule_tac [6] Gets_Server_message_form [THEN disjE])

apply (simp_all (no_asm_simp) add: less_Sucl analz_insert_eq analz_insert_freshK
pushes)

Fake
apply spy_analz
BK2

apply (blast intro: parts_insertI less_SucI)

BK3

apply (case_tac "Aa € bad")

prefer 2 apply (blast dest: Kab_authentic unique_session_keys)

apply (blast dest: Gets_imp_knows_Spy [THEN analz.Inj] Crypt_Spy_analz_bad
elim!: MPair_analz intro: less_SucI)

Oops: PROOF FAILS if unsafe intro below

apply (blast dest: unique_session_keys intro!: less_SucIl)
done

Confidentiality for the Server: Spy does not see the keys sent in msg BK2 as
long as they have not expired.

lemma Confidentiality_S_temporal:
"[ Says Server A
(Crypt K’ {Number T, Agent B, Key K, X|}) € set evs;
— expiredK T evs;
A ¢ bad; B ¢ bad; evs € bankerb_gets
] = Key K ¢ analz (knows Spy evs)"
apply (frule Says_Server_message_form, assumption)
apply (blast intro: lemma_conf_temporal)
done

Confidentiality for Alice

lemma Confidentiality_A_temporal:
"[ Crypt (shrK A) {Number T, Agent B, Key K, X| € parts (knows Spy evs);
— expiredK T evs;
A ¢ bad; B ¢ bad; evs € bankerb_gets
] = Key K ¢ analz (knows Spy evs)"
by (blast dest!: Kab_authentic Confidentiality_S_temporal)

Confidentiality for Bob

lemma Confidentiality_B_temporal:
"[ Crypt (shrK B) {Number Tk, Agent A, Key K|}
€ parts (knows Spy evs);
— expiredK Tk evs;
A ¢ bad; B ¢ bad; evs € bankerb_gets
] = Key K ¢ analz (knows Spy evs)"
by (blast dest!: ticket_authentic Confidentiality_S_temporal)

Temporal treatment of authentication

Authentication of A to B
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lemma B_authenticates_A_temporal:
"[ crypt K {Agent A, Number Tal € parts (knows Spy evs);
Crypt (shrK B) {Number Tk, Agent A, Key K|}
€ parts (knows Spy evs);
- expiredK Tk evs;
A ¢ bad; B ¢ bad; evs € bankerb_gets |
—> Says A B {Crypt (shrK B) {Number Tk, Agent A, Key K|},
Crypt K {Agent A, Number Tal}} € set evs"
by (blast dest!: ticket_authentic
intro!: lemma_A
elim!: Confidentiality_S_temporal [THEN [2] rev_notE])

Authentication of B to A

lemma A_authenti cates_B_temporal:
"[ Crypt K (Number Ta) € parts (knows Spy evs);
Crypt (shrK A) {Number Tk, Agent B, Key K, X|
€ parts (knows Spy evs);
— expiredK Tk evs;
A ¢ bad; B ¢ bad; evs € bankerb_gets ]|
—> Says B A (Crypt K (Number Ta)) € set evs"
by (blast dest!: Kab_authentic
intro!: lemma_B elim!: Confidentiality_S_temporal [THEN [2] rev_notE])

5.4 Combined guarantees of key distribution and non-
injective agreement on the session keys

lemma B_authenticates_and_keydist_to_A:
"[ Gets B {Crypt (shrK B) {Number Tk, Agent A, Key K|},
Crypt K {Agent A, Number Tal} € set evs;
Key K ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € bankerb_gets |
= Says A B {Crypt (shrK B) {Number Tk, Agent A, Key K|},
Crypt K {Agent A, Number Tal} € set evs
A Key K € analz (knows A evs)"
apply (blast dest: B_authenticates_A BK3_imp_Gets Gets_A_knows_K)
done

lemma A_authenticates_and_keydist_to_B:
"[ Gets A (Crypt (shrK A) {Number Tk, Agent B, Key K, Ticket[}) € set
evs;
Gets A (Crypt K (Number Ta)) € set evs;
Key K ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € bankerb_gets |
—> Says B A (Crypt K (Number Ta)) € set evs
A Key K € analz (knows B evs)"
apply (blast dest: A_authenticates_B BK4_imp_Gets Gets_B_knows_K)
done

end
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6 The Kerberos Protocol, Version IV

theory KerberosIV imports Public begin

The ”u” prefix indicates theorems referring to an updated version of the pro-
tocol. The ”1r” suffix indicates theorems where the confidentiality assumptions
are relaxed by the corresponding arguments.

abbreviation
Kas :: agent where "Kas == Server"

abbreviation
Tgs :: agent where "Tgs == Friend 0"

axiomatization where
Tgs_not_bad [iff]: "Tgs ¢ bad"
— Tgs is secure — we already know that Kas is secure

definition

authKeys :: "event list => key set" where
"authKeys evs = {authK. JA Peer Ta. Says Kas A
(Crypt (shrK A) {Key authK, Agent Peer, Number Ta,
(Crypt (shrK Peer) {Agent A, Agent Peer, Key authK, Number

Tal)
}) € set evs}"
definition
Issues :: "[agent, agent, msg, event list] => bool"

("_ Issues _ with _ on _" [50, 0, 0, 50] 50) where
"(A Issues B with X on evs) =
(3Y. Says A BY € set evs & X € parts {Y} &
X ¢ parts (spies (takeWhile (% z. z # Says A BY) (rev evs))))"

definition
before :: "[event, event list] => event list" ("before _ omn _" [0, 50] 50)
where "(before ev on evs) = takeWhile (7, z. z "= ev) (rev evs)"
definition
Unique :: "[event, event list] => bool" ("Unique _ on _" [0, 50] 50)

where "(Unique ev on evs) = (ev ¢ set (tl (dropWhile (% z. z # ev) evs)))"

consts

authKlife :: nat

servKlife :: nat
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authlife :: nat

replylife :: nat

specification (authKlife)
authKlife_LB [iff]: "2 < authKlife"
by blast

specification (servKlife)
servKlife_LB [iff]: "2 + authKlife < servKlife"
by blast

specification (authlife)
authlife_LB [iff]: "Suc 0 < authlife"
by blast

specification (replylife)
replylife_LB [iff]: "Suc 0 < replylife"
by blast

abbreviation

CT :: "event list=>nat" where
"CT == length"

abbreviation
expiredAK :: "[nat, event list] => bool" where
"expiredAK Ta evs == authKlife + Ta < CT evs"

abbreviation
expiredSK :: "[nat, event list] => bool" where
"expiredSK Ts evs == servKlife + Ts < CT evs"
abbreviation
expiredA :: "[nat, event list] => bool" where
"expiredA T evs == authlife + T < CT evs"
abbreviation
valid :: "[nat, nat] => bool" ("valid _ wrt _" [0, 50] 50) where

"valid T1 wrt T2 == T1 <= replylife + T2"

definition AKcryptSK :: "[key, key, event list] => bool" where
"AKcryptSK authK servK evs ==
JA B Ts.

Says Tgs A (Crypt authK
{Key servK, Agent B, Number Ts,
Crypt (shrK B) {Agent A, Agent B, Key servK, Number
Tst )

€ set evs"
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inductive_set kerbIV :: "event list set"
where

Nil: "[] € kerbIV"

| Fake: "| evsf € kerbIV; X € synth (analz (spies evsf))
Y. P
— Says Spy B X # evsf &€ kerbIV"

| K1:  "[ evsl € kerbIV |
—> Says A Kas {Agent A, Agent Tgs, Number (CT evsl)| # evsi
€ kerbIV"

| K2: "[ evs2 € kerbIV; Key authK ¢ used evs2; authK € symKeys;
Says A’ Kas {Agent A, Agent Tgs, Number Ti|} € set evs2 ]
— Says Kas A
(Crypt (shrK A) {]Key authK, Agent Tgs, Number (CT evs2),
(Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authk,
Number (CT evs2)|})[}) # evs2 € kerbIV"

| K3: "[ evs3 € kerblV;
Says A Kas {Agent A, Agent Tgs, Number T1} € set evs3;
Says Kas’ A (Crypt (shrK A) {Key authK, Agent Tgs, Number Ta,
authTicket[}) € set evs3;
valid Ta wrt T1
I
—> Says A Tgs {authTicket,
(Crypt authK {Agent A, Number (CT evs3)|),
Agent B[} # evs3 € kerbIV"

| K4: "[ evs4 € kerbIV; Key servK ¢ used evs4; servk € symKeys;

B # Tgs; authK € symKeys;
Says A’ Tgs {

(Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authkK,

Number Tal),
(Crypt authK {Agent A, Number T2}), Agent B|}
€ set evs4;

— expiredAK Ta evs4;
- expiredA T2 evs4;
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servKlife + (CT evs4) <= authKlife + Ta
]
— Says Tgs A
(Crypt authK {Key servK, Agent B, Number (CT evs4),
Crypt (shrK B) {Agent A, Agent B, Key servk,
Number (CT evs4)|} )
# evs4d € kerbIV"

| K5: "[ evs5 € kerbIV; authK € symKeys; servK € symKeys;
Says A Tgs
{authTicket, Crypt authK {Agent A, Number T2},
Agent B[}
€ set evsh;
Says Tgs’ A
(Crypt authK {Key servK, Agent B, Number Ts, servTicketl|)
€ set evss;
valid Ts wrt T2 |
—> Says A B {servTicket,
Crypt servKk {Agent A, Number (CT evs5)]} |}
# evsb € kerbIV"

| K6: "[ evs6 € kerbIV;
Says A’ B {
(Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|),
(Crypt servK {Agent A, Number T3}) [}
set evs6;
expiredSK Ts evs6;
expiredA T3 evs6

7 m

J

I
—> Says B A (Crypt servK (Number T3))
# evs6 € kerbIV"

| Oopsi: "[ evsO01 € kerbIV; A # Spy;
Says Kas A
(Crypt (shrK A) {Key authK, Agent Tgs, Number Ta,
authTicket|}) € set evs01;
expiredAK Ta evs01 |
= Says A Spy {Agent A, Agent Tgs, Number Ta, Key authK]
# evsOl € kerbIV"
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| Oops2: "[ evs02 € kerbIV; A # Spy;
Says Tgs A
(Crypt authK {Key servK, Agent B, Number Ts, servTicket|)
€ set evs02;
expiredSK Ts evs02 |
—> Says A Spy {Agent A, Agent B, Number Ts, Key servK}]
# evs02 € kerbIV"

declare Says_imp_knows_Spy [THEN parts.Inj, dest]
declare parts.Body [dest]

declare analz_into_parts [dest]

declare Fake_parts_insert_in_Un [dest]

6.1 Lemmas about lists, for reasoning about Issues

lemma spies_Says_rev: "spies (evs @ [Says A B X]) = insert X (spies evs)"
apply (induct_tac "evs")

apply (induct_tac [2] "a", auto)

done

lemma spies_Gets_rev: "spies (evs @ [Gets A X]) = spies evs"
apply (induct_tac "evs")

apply (induct_tac [2] "a", auto)

done

lemma spies_Notes_rev: "spies (evs @ [Notes A X]) =
(if A:bad then insert X (spies evs) else spies evs)"
apply (induct_tac "evs")
apply (induct_tac [2] "a", auto)
done

lemma spies_evs_rev: "spies evs = spies (rev evs)"

apply (induct_tac "evs")

apply (induct_tac [2] "a")

apply (simp_all (no_asm_simp) add: spies_Says_rev spies_Gets_rev spies_Notes_rev)
done

lemmas parts_spies_evs_revD2 = spies_evs_rev [THEN equalityD2, THEN parts_mono]
lemma spies_takeWhile: "spies (takeWhile P evs) <= spies evs"
apply (induct_tac "evs")

apply (induct_tac [2] "a", auto)

Resembles used_subset_append in theory Event.

done

lemmas parts_spies_takeWhile_mono = spies_takeWhile [THEN parts_mono]

6.2 Lemmas about authkeys

lemma authKeys_empty: "authKeys [] = {}"
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apply (unfold authKeys_def)
apply (simp (no_asm))
done

lemma authKeys_not_insert:
"(VA Ta akey Peer.
ev # Says Kas A (Crypt (shrK A) {akey, Agent Peer, Ta,
(Crypt (shrK Peer) {Agent A, Agent Peer, akey, Tal)[}))
—> authKeys (ev # evs) = authKeys evs"
by (unfold authKeys_def, auto)

lemma authKeys_insert:
"authKeys
(Says Kas A (Crypt (shrK A) {Key K, Agent Peer, Number Ta,
(Crypt (shrK Peer) {Agent A, Agent Peer, Key K, Number Tal})[}) # evs)
= insert K (authKeys evs)"
by (unfold authKeys_def, auto)

lemma authKeys_simp:
"K € authKeys
(Says Kas A (Crypt (shrK A) {Key K’, Agent Peer, Number Ta,
(Crypt (shrK Peer) {Agent A, Agent Peer, Key K’, Number Tal)|) # evs)
= K = K’ | K € authKeys evs"
by (unfold authKeys_def, auto)

lemma authKeysI:
"Says Kas A (Crypt (shrK A) {Key K, Agent Tgs, Number Ta,
(Crypt (shrK Tgs) {Agent A, Agent Tgs, Key K, Number Tal)[}) € set evs
— K € authKeys evs"
by (unfold authKeys_def, auto)

lemma authKeys_used: "K € authKeys evs =—> Key K € used evs"
by (simp add: authKeys_def, blast)

6.3 Forwarding Lemmas

—For reasoning about the encrypted portion of message K3—

lemma K3_msg_in_parts_spies:
"Says Kas’ A (Crypt KeyA {authK, Peer, Ta, authTicket[)
€ set evs = authTicket € parts (spies evs)"
by blast

lemma Oops_range_spies1:
"[ Says Kas A (Crypt KeyA {Key authK, Peer, Ta, authTicketl]})
€ set evs ;
evs € kerbIV | = authK ¢ range shrK & authK € symKeys"
apply (erule rev_mp)
apply (erule kerbIV.induct, auto)
done

—For reasoning about the encrypted portion of message K5—

lemma K5_msg_in_parts_spies:
"Says Tgs’ A (Crypt authK {servK, Agent B, Ts, servTicketl])
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€ set evs —> servTicket € parts (spies evs)"
by blast

lemma Oops_range_spies2:
"[ Says Tgs A (Crypt authK {Key servK, Agent B, Ts, servTicketl[)
€ set evs ;
evs € kerbIV | = servK ¢ range shrK & servK € symKeys"
apply (erule rev_mp)
apply (erule kerbIV.induct, auto)
done

lemma Says_ticket_parts:
"Says S A (Crypt K {SesKey, B, TimeStamp, Ticket]}) € set evs
= Ticket € parts (spies evs)"

by blast

lemma Spy_see_shrK [simp]:
"evs € kerbIV —> (Key (shrK A) € parts (spies evs)) = (A € bad)"
apply (erule kerbIV.induct)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all)
apply (blast+)
done

lemma Spy_analz_shrK [simp]:
"evs € kerbIV —> (Key (shrK A) € analz (spies evs)) = (A € bad)"
by auto

lemma Spy_see_shrK_D [dest!]:
"[ Key (shrkK A) € parts (spies evs); evs € kerbIV | — A:bad"
by (blast dest: Spy_see_shrk)

lemmas Spy_analz_shrK_D = analz_subset_parts [THEN subsetD, THEN Spy_see_shrK_D,
dest!]

Nobody can have used non-existent keys!

lemma new_keys_not_used [simp]:
"[Key K ¢ used evs; K € symKeys; evs € kerbIV]
= K ¢ keysFor (parts (spies evs))"

apply (erule rev_mp)

apply (erule kerbIV.induct)

apply (frule_tac [7] K5_msg_in_parts_spies)

apply (frule_tac [5] K3_msg_in_parts_spies, simp_all)

Fake
apply (force dest!: keysFor_parts_insert)

Others

apply (force dest!: analz_shrK_Decrypt)+
done

lemma new_keys_not_analzd:
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"levs € kerbIV; K € symKeys; Key K ¢ used evs]
—> K ¢ keysFor (analz (spies evs))"
by (blast dest: new_keys_not_used intro: keysFor_mono [THEN subsetD])

6.4 Lemmas for reasoning about predicate ”before”

lemma used_Says_rev: "used (evs @ [Says A B X])
apply (induct_tac "evs")

apply simp

apply (induct_tac "a")

apply auto

done

parts {X} U (used evs)"

lemma used_Notes_rev: "used (evs @ [Notes A X])
apply (induct_tac "evs")

apply simp

apply (induct_tac "a")

apply auto

done

parts {X} U (used evs)"

lemma used_Gets_rev: "used (evs @ [Gets B X]) = used evs"
apply (induct_tac "evs")

apply simp

apply (induct_tac "a")

apply auto

done

lemma used_evs_rev: "used evs = used (rev evs)"
apply (induct_tac "evs")

apply simp

apply (induct_tac "a")

apply (simp add: used_Says_rev)

apply (simp add: used_Gets_rev)

apply (simp add: used_Notes_rev)

done

lemma used_takeWhile_used [rule_format]:
"x : used (takeWhile P X) --> x : used X"
apply (induct_tac "X")
apply simp
apply (induct_tac "a")
apply (simp_all add: used_Nil)
apply (blast dest!: initState_into_used)+
done

lemma set_evs_rev: "set evs = set (rev evs)"
by auto

lemma takeWhile_void [rule_format]:
"x ¢ set evs — takeWhile (Az. z # x) evs = evs"
by auto
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6.5 Regularity Lemmas
These concern the form of items passed in messages

Describes the form of all components sent by Kas

lemma Says_Kas_message_form:
"[ Says Kas A (Crypt K {Key authK, Agent Peer, Number Ta, authTicket|)
€ set evs;
evs € kerbIV | =
K = shrK A & Peer = Tgs &
authK ¢ range shrK & authK € authKeys evs & authK € symKeys &
authTicket = (Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Tal)
&
Key authK ¢ used(before
Says Kas A (Crypt K {Key authK, Agent Peer, Number Ta, authTicketl]})
on evs) &
Ta = CT (before
Says Kas A (Crypt K {Key authK, Agent Peer, Number Ta, authTicketl]})
on evs)"
apply (unfold before_def)
apply (erule rev_mp)
apply (erule kerbIV.induct)
apply (simp_all (no_asm) add: authKeys_def authKeys_insert, blast, blast)

K2

apply (simp (no_asm) add: takeWhile_tail)

apply (rule conjI)

apply (metis Key_not_used authKeys_used length_rev set_rev takeWhile_void
used_evs_rev)

apply blast+

done

lemma SesKey_is_session_key:

"[ Crypt (shrK Tgs_B) {Agent A, Agent Tgs_B, Key SesKey, Number T|

€ parts (spies evs); Tgs_B ¢ bad;
evs € kerbIV |

—> SesKey ¢ range shrK"
apply (erule rev_mp)
apply (erule kerbIV.induct)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all, blast)
done

lemma authTicket_authentic:
"[ Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Talt
€ parts (spies evs);
evs € kerbIV |
—> Says Kas A (Crypt (shrK A) {Key authK, Agent Tgs, Number Ta,
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Talt])
€ set evs"
apply (erule rev_mp)
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apply (erule kerbIV.induct)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all)

Fake, K4

apply (blast+)
done

lemma authTicket_crypt_authK:

"[ Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Tal

€ parts (spies evs);
evs € kerbIV |

— authK € authKeys evs"
apply (frule authTicket_authentic, assumption)
apply (simp (no_asm) add: authKeys_def)
apply blast
done

Describes the form of servK, servTicket and authK sent by Tgs

lemma Says_Tgs_message_form:
"[ Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicketl})
€ set evs;
evs € kerbIV |
—> B # Tgs &
authK ¢ range shrK & authK € authKeys evs & authK € symKeys &
servK ¢ range shrK & servK ¢ authKeys evs & servK € symKeys &
servTicket = (Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|})

Key servK ¢ used (before
Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicketl[)
on evs) &
Ts = CT(before
Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicketl[)
on evs) "
apply (unfold before_def)
apply (erule rev_mp)
apply (erule kerbIV.induct)
apply (simp_all add: authKeys_insert authKeys_not_insert authKeys_empty authKeys_simp,
blast)

We need this simplification only for Message 4

apply (simp (no_asm) add: takeWhile_tail)
apply auto

Five subcases of Message 4

apply (blast dest!: SesKey_is_session_key)
apply (blast dest: authTicket_crypt_authK)
apply (blast dest!: authKeys_used Says_Kas_message_form)

subcase: used before

apply (metis used_evs_rev used_takeWhile_used)

subcase: CT before
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apply (metis length_rev set_evs_rev takeWhile_void)
done

lemma authTicket_form:
"[ Crypt (shrK A) {Key authK, Agent Tgs, Ta, authTicket|
€ parts (spies evs);
A ¢ bad;
evs € kerbIV |
—> authK ¢ range shrK & authK € symKeys &
authTicket = Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Tal"
apply (erule rev_mp)
apply (erule kerbIV.induct)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all)
apply (blast+)
done

This form holds also over an authTicket, but is not needed below.

lemma servTicket_form:
"[ Crypt authK {Key servK, Agent B, Ts, servTicket]
€ parts (spies evs);
Key authK ¢ analz (spies evs);
evs € kerbIV ]
—> servK ¢ range shrK & servK € symKeys &
(3A. servTicket = Crypt (shrK B) {Agent A, Agent B, Key servK, Ts|)"
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV.induct, analz_mono_contra)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all, blast)
done

Essentially the same as authTicket_form

lemma Says_kas_message_form:
"[ Says Kas’ A (Crypt (shrK A)
{Key authK, Agent Tgs, Ta, authTicket]) € set evs;
evs € kerbIV |
—> authK ¢ range shrK & authK € symKeys &
authTicket =
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Tal
| authTicket € analz (spies evs)"
by (blast dest: analz_shrK_Decrypt authTicket_form
Says_imp_spies [THEN analz.Inj])

lemma Says_tgs_message_form:
"[ Says Tgs’ A (Crypt authK {Key servK, Agent B, Ts, servTicketl|)

€ set evs; authK € symKeys;

evs € kerbIV |
—> servK ¢ range shrK &
(3A. servTicket =
Crypt (shrK B) {Agent A, Agent B, Key servK, Ts])

| servTicket € analz (spies evs)"
by (metis Says_imp_analz_Spy Says_imp_parts_knows_Spy analz.Decrypt analz.Snd
invKey_K servTicket_form)
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6.6 Authenticity theorems: confirm origin of sensitive mes-
sages

lemma authK_authentic:
"[ Crypt (shrK A) {Key authK, Peer, Ta, authTicket]
€ parts (spies evs);
A ¢ bad; evs € kerbIV |
— Says Kas A (Crypt (shrK A) {Key authK, Peer, Ta, authTicketl]})
€ set evs"
apply (erule rev_mp)
apply (erule kerbIV.induct)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all)

Fake
apply blast
K4

apply (blast dest!: authTicket_authentic [THEN Says_Kas_message_form])
done

If a certain encrypted message appears then it originated with Tgs

lemma servK_authentic:
"[ Crypt authK {Key servK, Agent B, Number Ts, servTicket]
€ parts (spies evs);

Key authK ¢ analz (spies evs);

authK ¢ range shrk;

evs € kerbIV |
= JA. Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicketl]})

€ set evs"

apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV.induct, analz_mono_contra)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all)

Fake

apply blast
K2

apply blast
K4

apply auto

done

lemma servK_authentic_bis:
"[ Crypt authK {Key servK, Agent B, Number Ts, servTicket|
€ parts (spies evs);
Key authK ¢ analz (spies evs);
B # Tgs;
evs € kerbIV |
= JA. Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicketl]})



92 6 THE KERBEROS PROTOCOL, VERSION IV

€ set evs'"
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV.induct, analz_mono_contra)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all)

Fake

apply blast
K4

apply blast
done

Authenticity of servK for B

lemma servTicket_authenti c_Tgs:
"[ Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|}
€ parts (spies evs); B # Tgs; B ¢ bad;
evs € kerbIV |

— Jauthk.

Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts,

Crypt (shrK B) {Agent A, Agent B, Key servK, Number Tsl}[})

€ set evs"
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV.induct)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all)
apply blast+
done

Anticipated here from next subsection

lemma K4_imp_K2:
"[ Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicket|)
€ set evs; evs € kerbIV]
—> JTa. Says Kas A
(Crypt (shrK A)
{Key authK, Agent Tgs, Number Ta,
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Tal]})
€ set evs"
apply (erule rev_mp)
apply (erule kerbIV.induct)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all, auto)
apply (blast dest!: Says_imp_spies [THEN parts.Inj, THEN parts.Fst, THEN authTicket_authentic]
done

Anticipated here from next subsection

lemma u_K4_imp_K2:
"[ Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicketl})
€ set evs; evs € kerbIV]
—> dTa. (Says Kas A (Crypt (shrK A) {Key authK, Agent Tgs, Number Ta,
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Tal])



6.6 Authenticity theorems: confirm origin of sensitive messages 93

€ set evs

& servKlife + Ts <= authKlife + Ta)"
apply (erule rev_mp)
apply (erule kerbIV.induct)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all, auto)
apply (blast dest!: Says_imp_spies [THEN parts.Inj, THEN parts.Fst, THEN authTicket_authentic])
done

lemma servTicket_authentic_Kas:
"[ Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|
€ parts (spies evs); B # Tgs; B ¢ bad;
evs € kerbIV |
— dauthK Ta.
Says Kas A
(Crypt (shrK A) {Key authK, Agent Tgs, Number Ta,
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Tal])
€ set evs"
by (blast dest!: servTicket_authentic_Tgs K4_imp_K2)

lemma u_servTicket_authentic_Kas:
"[ Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts}|
€ parts (spies evs); B # Tgs; B ¢ bad;
evs € kerbIV |
— JauthK Ta. Says Kas A (Crypt(shrK A) {Key authK, Agent Tgs, Number Ta,
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Talt]})
€ set evs
& servKlife + Ts <= authKlife + Ta"
by (blast dest!: servTicket_authentic_Tgs u_K4_imp_K2)

lemma servTicket_authentic:
"[ Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|
€ parts (spies evs); B # Tgs; B ¢ bad;
evs € kerbIV |
—> JTa authK.
Says Kas A (Crypt (shrK A) {Key authK, Agent Tgs, Number Ta,
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number
Talt]})
€ set evs
& Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts,
Crypt (shrK B) {Agent A, Agent B, Key servK, Number Tsl][})
€ set evs"
by (blast dest: servTicket_authentic_Tgs K4_imp_K2)

lemma u_servTicket_authentic:

"[ Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|

€ parts (spies evs); B # Tgs; B ¢ bad;
evs € kerbIV |

—> JTa authkK.

(Says Kas A (Crypt (shrK A) {Key authK, Agent Tgs, Number Ta,

Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number
Talt})
€ set evs
& Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts,
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Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts[[})
€ set evs
& servKlife + Ts <= authKlife + Ta)"
by (blast dest: servTicket_authentic_Tgs u_K4_imp_K2)

lemma u_NotexpiredSK_NotexpiredAK:
"[ - expiredSK Ts evs; servKlife + Ts <= authKlife + Ta |
—> — expiredAK Ta evs"
by (metis le_less_trans)

6.7 Reliability: friendly agents send something if some-
thing else happened

lemma K3_imp_K2:
"[ Says A Tgs
{authTicket, Crypt authK {Agent A, Number T2}, Agent B|}
€ set evs;
A ¢ bad; evs € kerbIV |
— dTa. Says Kas A (Crypt (shrK A)
{Key authK, Agent Tgs, Number Ta, authTicket|)
€ set evs"
apply (erule rev_mp)
apply (erule kerbIV.induct)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all, blast, blast)
apply (blast dest: Says_imp_spies [THEN parts.Inj, THEN authK_authentic])
done

Anticipated here from next subsection. An authK is encrypted by one and only
one Shared key. A servK is encrypted by one and only one authK.

lemma Key_unique_SesKey:
"[ Crypt K {Key SesKey, Agent B, T, Ticketl]}
€ parts (spies evs);
Crypt K’ {Key SesKey, Agent B’, T’, Ticket’|
€ parts (spies evs); Key SesKey ¢ analz (spies evs);
evs € kerbIV |
—> K=K’ & B=B’ & T=T’ & Ticket=Ticket’"
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV.induct, analz_mono_contra)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all)

Fake, K2, K4

apply (blast+)
done

lemma Tgs_authenticates_A:
"[ Crypt authK {Agent A, Number T2} € parts (spies evs);
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Tal
€ parts (spies evs);
Key authK ¢ analz (spies evs); A ¢ bad; evs € kerbIV ]
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=—> 3 B. Says A Tgs {

apply
apply
apply
apply
apply
apply

Fake
apply
K2
apply
K3
apply
K5

apply

done

Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Tal,
Crypt authK {Agent A, Number T2[}, Agent B | € set evs"

(drule authTicket_authentic, assumption, rotate_tac 4)

(erule rev_mp, erule rev_mp, erule rev_mp)

(erule kerbIV.induct, analz_mono_contra)

(frule_tac [5] Says_ticket_parts)

(frule_tac [7] Says_ticket_parts)

(simp_all (no_asm_simp) add: all_conj_distrib)

blast

(force dest!: Crypt_imp_keysFor)

(blast dest: Key_unique_SesKey)

(metis K3_imp_K2 Key_unique_SesKey Spy_see_shrK parts.Body parts.Fst

Says_imp_knows_Spy [THEN parts.Injl)

lemma Says_K5:
"[ Crypt servK {Agent A, Number T3|} € parts (spies evs);

Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts,
servTicket|}) € set evs;

Key servK ¢ analz (spies evs);

A ¢ bad; B ¢ bad; evs € kerbIV |

—> Says A B {servTicket, Crypt servK {Agent A, Number T3}} € set evs"

apply
apply
apply
apply
apply
apply
apply
apply

K3
apply
K4
apply
K5

apply
done

(erule rev_mp)

(erule rev_mp)

(erule rev_mp)

(erule kerbIV.induct, analz_mono_contra)
(frule_tac [5] Says_ticket_parts)

(frule_tac [7] Says_ticket_parts)

(simp_all (no_asm_simp) add: all_conj_distrib)
blast

(blast dest: authK_authentic Says_Kas_message_form Says_Tgs_message_form)

(force dest!: Crypt_imp_keysFor)

(blast dest: Key_unique_SesKey)

Anticipated here from next subsection
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lemma unique_CryptKey:
"[ Crypt (shrK B) {Agent A, Agent B, Key SesKey, T}

apply
apply
apply
apply
apply
apply

€ parts (spies evs);
Crypt (shrK B’) {Agent A’, Agent B’, Key SesKey, T’|}

€ parts (spies evs); Key SesKey ¢ analz (spies evs);
evs € kerbIV |

—> A=A’ & B=B’ & T=T’"

(erule rev_mp)

(erule rev_mp)

(erule rev_mp)

(erule kerbIV.induct, analz_mono_contra)
(frule_tac [7] K5_msg_in_parts_spies)
(frule_tac [5] K3_msg_in_parts_spies, simp_all)

Fake, K2, K4

apply
done

(blast+)

lemma Says_K6:
"[ Crypt servk (Number T3) € parts (spies evs);

apply
apply
apply
apply
apply
apply
apply
apply
apply
apply
apply
apply

done

Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts,
servTicket]}) € set evs;

Key servK ¢ analz (spies evs);

A ¢ bad; B ¢ bad; evs € kerbIV |

—> Says B A (Crypt servK (Number T3)) € set evs"

(erule rev_mp)

(erule rev_mp)

(erule rev_mp)

(erule kerbIV.induct, analz_mono_contra)

(frule_tac [5] Says_ticket_parts)

(frule_tac [7] Says_ticket_parts)

(simp_all (no_asm_simp))

blast

(metis Crypt_imp_invKey_keysFor invKey_K new_keys_not_used)
(clarify)

(frule Says_Tgs_message_form, assumption)

(metis K3_msg_in_parts_spies parts.Fst Says_imp_knows_Spy [THEN parts.Inj]

unique_CryptKey)

Needs a unicity theorem, hence moved here

lemma servK_authentic_ter:
"[ Says Kas A
(Crypt (shrK A) {Key authK, Agent Tgs, Number Ta, authTicketl]}) € set

evs;

Crypt authK {Key servK, Agent B, Number Ts, servTicketl|

€ parts (spies evs);

Key authK ¢ analz (spies evs);
evs € kerbIV |
— Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicket|)

apply
apply

€ set evs"
(frule Says_Kas_message_form, assumption)
(erule rev_mp)
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apply
apply
apply
apply
apply

K2

(erule rev_mp)

(erule rev_mp)

(erule kerbIV.induct, analz_mono_contra)

(frule_tac [7] K5_msg_in_parts_spies)

(frule_tac [5] K3_msg_in_parts_spies, simp_all, blast)
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apply (blast dest!: servK_authentic Says_Tgs_message_form authKeys_used)

K4 remain

apply (blast dest!: unique_CryptKey)

done

6.8 Unicity Theorems

The session key, if secure, uniquely identifies the Ticket whether authTicket or
servTicket. As a matter of fact, one can read also Tgs in the place of B.

lemma unique_authKeys:
"[ Says Kas A

apply
apply
apply
apply
apply

K2

apply
done

(Crypt Ka {Key authK, Agent Tgs, Ta, X|}) € set evs;

Says Kas A’

evs

(Crypt Ka’ {Key authK, Agent Tgs, Ta’, X’}}) € set evs;
€ kerbIV | = A=A’ & Ka=Ka’ & Ta=Ta’ & X=X’"

(erule rev_mp)
(erule rev_mp)
(erule kerbIV.induct)

(frule
(frule

blast

_tac [7] K5_msg_in_parts_spies)
_tac [5] K3_msg_in_parts_spies, simp_all)

servK uniquely identifies the message from Tgs

lemma unique_servKeys:
"[ Says Tgs A

apply
apply
apply
apply
apply

K4

apply
done

(Crypt K {Key servK, Agent B, Ts, X|}) € set evs;

Says Tgs A’

evs
(erule
(erule
(erule
(frule
(frule

blast

(Crypt K’ {Key servK, Agent B’, Ts’, X’[|}) € set evs;
€ kerblIV ] —> A=A’ & B=B’ & K=K’ & Ts=Ts’ & X=X’"
rev_mp)
rev_mp)
kerbIV.induct)

_tac [7] K5_msg_in_parts_spies)
_tac [5] K3_msg_in_parts_spies, simp_all)

Revised unicity theorems

lemma Kas_Unique:
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"[ Says Kas A
(Crypt Ka {Key authK, Agent Tgs, Ta, authTicket]) € set evs;
evs € kerbIV | =

Unique (Says Kas A (Crypt Ka {Key authK, Agent Tgs, Ta, authTicketl]}))

on evs"
apply (erule rev_mp, erule kerbIV.induct, simp_all add: Unique_def)
apply blast
done

lemma Tgs_Unique:
"[ Says Tgs A
(Crypt authK {Key servK, Agent B, Ts, servTicket]}) € set evs;
evs € kerbIV | =

Unique (Says Tgs A (Crypt authK {Key servK, Agent B, Ts, servTicketl]}))

on evs"
apply (erule rev_mp, erule kerbIV.induct, simp_all add: Unique_def)
apply blast
done

6.9 Lemmas About the Predicate akcryptsk

lemma not_AKcryptSK_Nil [iff]: "— AKcryptSK authK servK []"
by (simp add: AKcryptSK_def)

lemma AKcryptSKI:
"[ Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, X [}) € set evs;
evs € kerbIV | = AKcryptSK authK servK evs"
apply (unfold AKcryptSK_def)
apply (blast dest: Says_Tgs_message_form)
done

lemma AKcryptSK_Says [simp]:
"AKcryptSK authK servK (Says S A X # evs) =
(Tgs = S &
(3B Ts. X = Crypt authK
{]Key servK, Agent B, Number Ts,
Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts}]}

[
| AKcryptSK authK servK evs)"
by (auto simp add: AKcryptSK_def)

lemma Auth_fresh_not_AKcryptSK:
"[ Key authK ¢ used evs; evs € kerbIV |
— — AKcryptSK authK servK evs'
apply (unfold AKcryptSK_def)
apply (erule rev_mp)
apply (erule kerbIV.induct)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all, blast)
done
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lemma Serv_fresh_not_AKcryptSK:
"Key servK ¢ used evs —> — AKcryptSK authK servK evs"
by (unfold AKcryptSK_def, blast)

lemma authK_not_AKcryptSK:
"[ Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, tk|
€ parts (spies evs); evs € kerbIV |
— - AKcryptSK K authK evs"
apply (erule rev_mp)
apply (erule kerbIV.induct)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all)

Fake

apply blast

K2: by freshness

apply (simp add: AKcryptSK_def)
K4

apply (blast+)
done

A secure serverkey cannot have been used to encrypt others

lemma servK_not_AKcryptSK:
"[ Crypt (shrK B) {Agent A, Agent B, Key SK, Number Ts|} € parts (spies evs);
Key SK ¢ analz (spies evs); SK € symKeys;
B # Tgs; evs € kerbIV |
— — AKcryptSK SK K evs"
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV.induct, analz_mono_contra)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all, blast)

K4

apply (metis Auth_fresh_not_AKcryptSK Crypt_imp_keysFor new_keys_not_used
parts.Fst parts.Snd Says_imp_knows_Spy [THEN parts.Inj] unique_CryptKey)
done

Long term keys are not issued as servKeys

lemma shrK_not_AKcryptSK:

"evs € kerbIV —> — AKcryptSK K (shrK A) evs"
apply (unfold AKcryptSK_def)
apply (erule kerbIV.induct)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, auto)
done

The Tgs message associates servK with authK and therefore not with any other
key authK.

lemma Says_Tgs_AKcryptSK:
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"[ Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, X [})
€ set evs;
authK’ # authK; evs € kerbIV |
—> — AKcryptSK authK’ servK evs"
apply (unfold AKcryptSK_def)
apply (blast dest: unique_servKeys)
done

Equivalently

lemma not_different_AKcryptSK:
"[ AKcryptSK authK servK evs;
authK’ # authK; evs € kerbIV ]
— — AKcryptSK authK’ servK evs A servK € symKeys"
apply (simp add: AKcryptSK_def)
apply (blast dest: unique_servKeys Says_Tgs_message_form)
done

lemma AKcryptSK_not_AKcryptSK:
"[ AKcryptSK authK servK evs; evs € kerbIV ]
= — AKcryptSK servK K evs"
apply (erule rev_mp)
apply (erule kerbIV.induct)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all)
apply (metis Auth_fresh_not_AKcryptSK Says_imp_spies authK_not_AKcryptSK
authKeys_used authTicket_crypt_authK parts.Fst parts.Inj)
done

The only session keys that can be found with the help of session keys are those
sent by Tgs in step K4.

We take some pains to express the property as a logical equivalence so that the
simplifier can apply it.

lemma Key_analz_image_Key_lemma:
"P — (Key K € analz (Key‘KK Un H)) — (K:KK | Key K € analz H)
—
P — (Key K € analz (Key‘KK Un H)) = (K:KK | Key K € analz H)"
by (blast intro: analz_mono [THEN subsetD])

lemma AKcryptSK_analz_insert:
"[ AKcryptSK K K’ evs; K € symKeys; evs € kerbIV |
—> Key K’ € analz (insert (Key K) (spies evs))"
apply (simp add: AKcryptSK_def, clarify)
apply (drule Says_imp_spies [THEN analz.Inj, THEN analz_insertI], auto)
done

lemma authKeys_are_not_AKcryptSK:
"[ K € authKeys evs Un range shrK; evs € kerbIV |
—> VSK. — AKcryptSK SK K evs N K € symKeys"
apply (simp add: authKeys_def AKcryptSK_def)
apply (blast dest: Says_Kas_message_form Says_Tgs_message_form)
done
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lemma not_authKeys_not_AKcryptSK:
"l K ¢ authKeys evs;
K ¢ range shrK; evs € kerbIV |
—> VSK. — AKcryptSK K SK evs"
apply (simp add: AKcryptSK_def)
apply (blast dest: Says_Tgs_message_form)
done

6.10 Secrecy Theorems

For the Oops2 case of the next theorem

lemma Oops2_not_AKcryptSK:
"[ evs € kerbIV;
Says Tgs A (Crypt authK
{Key servK, Agent B, Number Ts, servTicketl})
€ set evs |
— — AKcryptSK servK SK evs"
by (blast dest: AKcryptSKI AKcryptSK_not_AKcryptSK)

Big simplification law for keys SK that are not crypted by keys in KK It helps
prove three, otherwise hard, facts about keys. These facts are exploited as
simplification laws for analz, and also ”limit the damage” in case of loss of a
key to the spy. See ESORICS98. [simplified by LCP]

lemma Key_analz_image_Key [rule_format (no_asm)]:
"evs € kerblV —
(VSK KK. SK € symKeys & KK <= -(range shrK) —
(VK € KK. — AKcryptSK K SK evs) —
(Key SK € analz (Key ‘KK Un (spies evs))) =
(SK € KK | Key SK € analz (spies evs)))"
apply (erule kerbIV.induct)
apply (frule_tac [10] Oops_range_spies2)
apply (frule_tac [9] Oops_range_spies1)
apply (frule_tac [7] Says_tgs_message_form)
apply (frule_tac [5] Says_kas_message_form)
apply (safe del: impl intro!: Key_analz_image_Key_lemma [THEN impI])

Case-splits for Oopsl and message 5: the negated case simplifies using the induction
hypothesis

apply (case_tac [11] "AKcryptSK authK SK evs01")
apply (case_tac [8] "AKcryptSK servK SK evs5")
apply (simp_all del: image_insert
add: analz_image_freshK_simps AKcryptSK_Says shrK_not_AKcryptSK
Oops2_not_AKcryptSK Auth_fresh_not_AKcryptSK
Serv_fresh_not_AKcryptSK Says_Tgs_AKcryptSK Spy_analz_shrK)

Fake

apply spy_analz
K2

apply blast

K3
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apply blast
K4

apply (blast dest!: authK_not_AKcryptSK)

K5

apply (case_tac "Key servK € analz (spies evs5) ")

If servK is compromised then the result follows directly...

apply (simp (no_asm_simp) add: analz_insert_eq Un_upper2 [THEN analz_mono,
THEN subsetD])

...therefore servK is uncompromised.

The AKcryptSK servK SK evsh case leads to a contradiction.

apply (blast elim!: servK_not_AKcryptSK [THEN [2] rev_notE] del: allE ballE)

Another K5 case

apply blast
Oopsl

apply simp
apply (blast dest!: AKcryptSK_analz_insert)
done

First simplification law for analz: no session keys encrypt authentication keys
or shared keys.

lemma analz_insert_freshK1:
"[ evs € kerbIV; K € authKeys evs Un range shrk;
SesKey ¢ range shrK |
—> (Key K € analz (insert (Key SesKey) (spies evs))) =
(K = SesKey | Key K € analz (spies evs))"
apply (frule authKeys_are_not_AKcryptSK, assumption)
apply (simp del: image_insert
add: analz_image_freshK_simps add: Key_analz_image_Key)
done

Second simplification law for analz: no service keys encrypt any other keys.

lemma analz_insert_freshK2:

"[ evs € kerbIV; servK ¢ (authKeys evs); servK ¢ range shrk;

K € symKeys ]
—> (Key K € analz (insert (Key servK) (spies evs))) =
(K = servK | Key K € analz (spies evs))"
apply (frule not_authKeys_not_AKcryptSK, assumption, assumption)
apply (simp del: image_insert
add: analz_image_freshK_simps add: Key_analz_image_Key)

done

Third simplification law for analz: only one authentication key encrypts a certain
service key.

lemma analz_insert_freshK3:
"[ AKcryptSK authK servK evs;
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authK’ # authK; authK’ ¢ range shrK; evs € kerbIV |
—> (Key servK € analz (insert (Key authK’) (spies evs))) =
(servK = authK’ | Key servK € analz (spies evs))"
apply (drule_tac authK’ = authK’ in not_different_AKcryptSK, blast, assumption)
apply (simp del: image_insert
add: analz_image_freshK_simps add: Key_analz_image_Key)
done

lemma analz_insert_freshK3_bis:
"[ Says Tgs A
(Crypt authK {Key servK, Agent B, Number Ts, servTicket|)
€ set evs;
authK # authK’; authK’ ¢ range shrK; evs € kerbIV |
—> (Key servK € analz (insert (Key authK’) (spies evs))) =
(servK = authK’ | Key servK € analz (spies evs))"

apply (frule AKcryptSKI, assumption)
apply (simp add: analz_insert_freshK3)
done

a weakness of the protocol

lemma authK_compromises_servK:
"[ Says Tgs A
(Crypt authK {Key servK, Agent B, Number Ts, servTicket|)
€ set evs; authK € symKeys;
Key authK € analz (spies evs); evs € kerbIV |
—> Key servK € analz (spies evs)"
by (metis Says_imp_analz_Spy analz.Fst analz_Decrypt’)

lemma servK_notin_authKeysD:
"[ Crypt authK {Key servK, Agent B, Ts,
Crypt (shrK B) {Agent A, Agent B, Key servK, Ts||
€ parts (spies evs);
Key servK ¢ analz (spies evs);
B # Tgs; evs € kerbIV |
= servKk ¢ authKeys evs"
apply (erule rev_mp)
apply (erule rev_mp)
apply (simp add: authKeys_def)
apply (erule kerbIV.induct, analz_mono_contra)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all)
apply (blast+)
done

If Spy sees the Authentication Key sent in msg K2, then the Key has expired.

lemma Confidentiality_Kas_lemma [rule_format]:
"[ authK € symKeys; A ¢ bad; evs € kerbIV |
—> Says Kas A
(Crypt (shrK A)
{Key authK, Agent Tgs, Number Ta,
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Talt])
€ set evs —»
Key authK € analz (spies evs) —
expiredAK Ta evs"
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apply (erule kerbIV.induct)

apply (frule_tac [10] Oops_range_spies2)

apply (frule_tac [9] Oops_range_spies1)

apply (frule_tac [7] Says_tgs_message_form)

apply (frule_tac [5] Says_kas_message_form)

apply (safe del: impI conjI impCE)

apply (simp_all (no_asm_simp) add: Says_Kas_message_form less_Sucl analz_insert_eq
not_parts_not_analz analz_insert_freshKl pushes)

Fake
apply spy_analz
K2

apply blast

K4

apply blast

Level 8: K5

apply (blast dest: servK_notin_authKeysD Says_Kas_message_form intro: less_SucI)

Oopsl

apply (blast dest!: unique_authKeys intro: less_SucI)

Oops2

apply (blast dest: Says_Tgs_message_form Says_Kas_message_form)
done

lemma Confidentiality_Kas:
"[ Says Kas A
(Crypt Ka {Key authK, Agent Tgs, Number Ta, authTicketl[)
€ set evs;
- expiredAK Ta evs;
A ¢ bad; evs € kerbIV |
—> Key authK ¢ analz (spies evs)"
by (blast dest: Says_Kas_message_form Confidentiality_Kas_lemma)

If Spy sees the Service Key sent in msg K4, then the Key has expired.

lemma Confidentiality_lemma [rule_format]:
"[ Says Tgs A
(Crypt authK
{Key servK, Agent B, Number Ts,
Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts[[})
€ set evs;
Key authK ¢ analz (spies evs);
servK € symKeys;
A ¢ bad; B ¢ bad; evs € kerbIV |
— Key servK € analz (spies evs) —
expiredSK Ts evs"
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV.induct)
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apply (rule_tac [9] impI)+
— The Oopsl case is unusual: must simplify Authkey ¢ analz (knows Spy (ev
# evs)), not letting analz_mono_contra weaken it to Authkey ¢ analz (knows Spy
evs), for we then conclude authK # authKa.
apply analz_mono_contra
apply (frule_tac [10] Oops_range_spies2)
apply (frule_tac [9] Oops_range_spies1)
apply (frule_tac [7] Says_tgs_message_form)
apply (frule_tac [5] Says_kas_message_form)
apply (safe del: impI conjI impCE)
apply (simp_all add: less_SucI new_keys_not_analzd Says_Kas_message_form Says_Tgs_message_form
analz_insert_eq not_parts_not_analz analz_insert_freshKl analz_insert_freshK2

analz_insert_freshK3_bis pushes)
Fake
apply spy_analz

K2

apply (blast intro: parts_insertI less_SucI)
K4

apply (blast dest: authTicket_authentic Confidentiality_Kas)
K5

apply (metis Says_imp_spies Says_ticket_parts Tgs_not_bad analz_insert_freshK2

less_Sucl parts.Inj servK_notin_authKeysD unique_CryptKey)
Oopsl
apply (blast dest: Says_Kas_message_form Says_Tgs_message_form intro: less_SucI)
Oops2

apply (blast dest: Says_imp_spies [THEN parts.Inj] Key_unique_SesKey intro:
less_Sucl)
done

In the real world Tgs can’t check wheter authK is secure!

lemma Confidentiality_Tgs:
"[ Says Tgs A
(Crypt authK {Key servK, Agent B, Number Ts, servTicket|)
€ set evs;
Key authK ¢ analz (spies evs);
- expiredSK Ts evs;
A ¢ bad; B ¢ bad; evs € kerbIV |
—> Key servK ¢ analz (spies evs)"
by (blast dest: Says_Tgs_message_form Confidentiality_lemma)

In the real world Tgs CAN check what Kas sends!

lemma Confidentiality_Tgs_bis:
"[ Says Kas A
(Crypt Ka {Key authK, Agent Tgs, Number Ta, authTicketl[)
€ set evs;
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Says Tgs A
(Crypt authK {Key servK, Agent B, Number Ts, servTicket|)
€ set evs;
- expiredAK Ta evs; — expiredSK Ts evs;
A ¢ bad; B ¢ bad; evs € kerbIV |
= Key servK ¢ analz (spies evs)"
by (blast dest!: Confidentiality_Kas Confidentiality_Tgs)

Most general form

lemmas Confidentiality_Tgs_ter = authTicket_authentic [THEN Confidentiality_Tgs_bis]

lemmas Confidentiality_Auth_A = authK_authentic [THEN Confidentiality_Kas]

Needs a confidentiality guarantee, hence moved here. Authenticity of servK for
A

lemma servK_authentic_bis_r:
"[ Crypt (shrK A) {Key authK, Agent Tgs, Number Ta, authTicketl]
€ parts (spies evs);
Crypt authK {Key servK, Agent B, Number Ts, servTicket|
€ parts (spies evs);
- expiredAK Ta evs; A ¢ bad; evs € kerbIV |
—>Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicket|)
€ set evs"
by (blast dest: authK_authentic Confidentiality_Auth_A servK_authentic_ter)

lemma Confidentiality_Serv_A:
"[ Crypt (shrK A) {Key authK, Agent Tgs, Number Ta, authTicketl|
€ parts (spies evs);
Crypt authK {Key servK, Agent B, Number Ts, servTicketl]
€ parts (spies evs);
- expiredAK Ta evs; — expiredSK Ts evs;
A ¢ bad; B ¢ bad; evs € kerbIV |
—> Key servK ¢ analz (spies evs)"
apply (drule authK_authentic, assumption, assumption)
apply (blast dest: Confidentiality_Kas Says_Kas_message_form servK_authentic_ter
Confidentiality_Tgs_bis)
done

lemma Confidentiality_B:
"[ Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|
€ parts (spies evs);
Crypt authK {Key servK, Agent B, Number Ts, servTicket|
€ parts (spies evs);
Crypt (shrK A) {Key authK, Agent Tgs, Number Ta, authTicket]
€ parts (spies evs);
- expiredSK Ts evs; — expiredAK Ta evs;
A ¢ bad; B ¢ bad; B # Tgs; evs € kerbIV |
—> Key servK ¢ analz (spies evs)"
apply (frule authK_authentic)
apply (frule_tac [3] Confidentiality_Kas)
apply (frule_tac [6] servTicket_authentic, auto)
apply (blast dest!: Confidentiality_Tgs_bis dest: Says_Kas_message_form servK_authentic
unique_servKeys unique_authKeys)
done



6.11 Parties authentication: each party verifies ”the identity of another party who generated some data” (quoted fr

lemma u_Confidentiality_B:
"[ Crypt (shrK B) {Agent A, Agent B, Key servK, Number Tsl
€ parts (spies evs);
— expiredSK Ts evs;
A ¢ bad; B ¢ bad; B # Tgs; evs € kerbIV |
—> Key servK ¢ analz (spies evs)"
by (blast dest: u_servTicket_authentic u_NotexpiredSK_NotexpiredAK Confidentiality_Tgs_bis)

6.11 Parties authentication: each party verifies ”the iden-
tity of another party who generated some data” (quoted
from Neuman and Ts’o).

These guarantees don’t assess whether two parties agree on the same session
key: sending a message containing a key doesn’t a priori state knowledge of the
key.

Tgs_authenticates_A can be found above

lemma A_authenticates_Tgs:
"[ Says Kas A
(Crypt (shrK A) {Key authK, Agent Tgs, Number Ta, authTicketl}) € set
evs;
Crypt authK {Key servK, Agent B, Number Ts, servTicketl|
€ parts (spies evs);
Key authK ¢ analz (spies evs);
evs € kerbIV |
= Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicket|)
€ set evs"
apply (frule Says_Kas_message_form, assumption)
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV.induct, analz_mono_contra)
apply (frule_tac [7] K5_msg_in_parts_spies)
apply (frule_tac [5] K3_msg_in_parts_spies, simp_all, blast)

K2

apply (blast dest!: servK_authentic Says_Tgs_message_form authKeys_used)

K4

apply (blast dest!: unique_CryptKey)
done

lemma B_authenticates_A:
"[ Crypt servK {Agent A, Number T3|} € parts (spies evs);
Crypt (shrK B) {Agent A, Agent B, Key servK, Number Tsl|}
€ parts (spies evs);
Key servK ¢ analz (spies evs);
A ¢ bad; B ¢ bad; B # Tgs; evs € kerbIV |
= Says A B {Crypt (shrK B) {Agent A, Agent B, Key servK, Number Tsl,
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Crypt servK {Agent A, Number T3]} € set evs"
by (blast dest: servTicket_authentic_Tgs intro: Says_K5)

The second assumption tells B what kind of key servK is.

lemma B_authenticates_A_r:
"[ Crypt servK {Agent A, Number T3|} € parts (spies evs);
Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts}}
€ parts (spies evs);
Crypt authK {Key servK, Agent B, Number Ts, servTicket|
€ parts (spies evs);
Crypt (shrK A) {Key authK, Agent Tgs, Number Ta, authTicketl|
€ parts (spies evs);
— expiredSK Ts evs; — expiredAK Ta evs;
B # Tgs; A ¢ bad; B ¢ bad; evs € kerbIV |
= Says A B {Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|,
Crypt servK {Agent A, Number T3]} | € set evs"
by (blast intro: Says_K5 dest: Confidentiality_B servTicket_authentic_Tgs)

u_B_authenticates_A would be the same as B_authenticates_A because the servK
confidentiality assumption is yet unrelaxed

lemma u_B_authenticates_A_r:
"[ Crypt servK {Agent A, Number T3|} € parts (spies evs);
Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts}}
€ parts (spies evs);
- expiredSK Ts evs;
B # Tgs; A ¢ bad; B ¢ bad; evs € kerbIV |
—> Says A B {Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|,
Crypt servK {Agent A, Number T3[} | € set evs"
by (blast intro: Says_K5 dest: u_Confidentiality_B servTicket_authentic_Tgs)

lemma A_authenticates_B:
"[ Crypt servK (Number T3) € parts (spies evs);
Crypt authK {Key servK, Agent B, Number Ts, servTicket|
€ parts (spies evs);
Crypt (shrK A) {Key authK, Agent Tgs, Number Ta, authTicket]
€ parts (spies evs);
Key authK ¢ analz (spies evs); Key servK ¢ analz (spies evs);
A ¢ bad; B ¢ bad; evs € kerbIV |
—> Says B A (Crypt servK (Number T3)) € set evs"
by (blast dest: authK_authentic servK_authentic Says_Kas_message_form Key_unique_SesKey
K4_imp_K2 intro: Says_K6)

lemma A_authenticates_B_r:
"[ Crypt servK (Number T3) € parts (spies evs);
Crypt authK {Key servK, Agent B, Number Ts, servTicket|
€ parts (spies evs);
Crypt (shrK A) {Key authK, Agent Tgs, Number Ta, authTicket]
€ parts (spies evs);
- expiredAK Ta evs; — expiredSK Ts evs;
A ¢ bad; B ¢ bad; evs € kerbIV |
= Says B A (Crypt servK (Number T3)) € set evs"
apply (frule authK_authentic)
apply (frule_tac [3] Says_Kas_message_form)
apply (frule_tac [4] Confidentiality_Kas)
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apply (frule_tac [7] servK_authentic)

prefer 8 apply blast

apply (erule_tac [9] exE)

apply (frule_tac [9] K4_imp_K2)

apply assumption+

apply (blast dest: Key_unique_SesKey intro!: Says_K6 dest: Confidentiality_Tgs
)

done

6.12 Key distribution guarantees An agent knows a ses-
sion key if he used it to issue a cipher. These guar-
antees also convey a stronger form of authentication
- non-injective agreement on the session key

lemma Kas_Issues_A:
"[ Says Kas A (Crypt (shrK A) {Key authK, Peer, Ta, authTicket[}) € set
evs;
evs € kerbIV |
—> Kas Issues A with (Crypt (shrK A) {Key authK, Peer, Ta, authTicket|)

on evs"
apply (simp (no_asm) add: Issues_def)
apply (rule exI)
apply (rule conjI, assumption)
apply (simp (no_asm))
apply (erule rev_mp)
apply (erule kerbIV.induct)
apply (frule_tac [5] Says_ticket_parts)
apply (frule_tac [7] Says_ticket_parts)
apply (simp_all (no_asm_simp) add: all_conj_distrib)

K2

apply (simp add: takeWhile_tail)

apply (blast dest: authK_authentic parts_spies_takeWhile_mono [THEN subsetD]
parts_spies_evs_revD2 [THEN subsetD])

done

lemma A_authenticates_and_keydist_to_Kas:
"[ Crypt (shrK A) {Key authK, Peer, Ta, authTicket|f € parts (spies evs);
A ¢ bad; evs € kerbIV |
—> Kas Issues A with (Crypt (shrK A) {Key authK, Peer, Ta, authTicket|)

on evs"
by (blast dest: authK_authentic Kas_Issues_A)

lemma honest_never_says_newer_timestamp_in_auth:
"[ (CT evs) < T; A ¢ bad; Number T € parts {X}; evs € kerbIV |
=V BY. Says A B {Y, X} ¢ set evs"

apply (erule rev_mp)

apply (erule kerbIV.induct)

apply force+

done
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lemma honest_never_says_current_timestamp_in_auth:
"[ (CT evs) = T; Number T € parts {X}; evs € kerbIV |
=V ABY. A ¢ bad — Says A B {Y, X} ¢ set evs"
by (metis eq_imp_le honest_never_says_newer_timestamp_in_auth)

lemma A_trusts_secure_authenticator:
"[ Crypt K {Agent A, Number T} € parts (spies evs);
Key K ¢ analz (spies evs); evs € kerbIV ]
= 3 B X. Says A Tgs {X, Crypt K {Agent A, Number T|}, Agent B} € set evs
\%
Says A B {X, Crypt K {Agent A, Number T|}} € set evs"
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV.induct, analz_mono_contra)
apply (frule_tac [5] Says_ticket_parts)
apply (frule_tac [7] Says_ticket_parts)
apply (simp_all add: all_conj_distrib)
apply blast+
done

lemma A_Issues_Tgs:
"[ Says A Tgs {authTicket, Crypt authK {Agent A, Number T2[}, Agent B[
€ set evs;
Key authK ¢ analz (spies evs);
A ¢ bad; evs € kerbIV |
= A Issues Tgs with (Crypt authK {Agent A, Number T2}) on evs"
apply (simp (no_asm) add: Issues_def)
apply (rule exI)
apply (rule conjI, assumption)
apply (simp (no_asm))
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV.induct, analz_mono_contra)
apply (frule_tac [5] Says_ticket_parts)
apply (frule_tac [7] Says_ticket_parts)
apply (simp_all (no_asm_simp) add: all_conj_distrib)

fake
apply blast

K3

apply (simp add: takeWhile_tail)

apply auto

apply (force dest!: authK_authentic Says_Kas_message_form)

apply (drule parts_spies_takeWhile_mono [THEN subsetD, THEN parts_spies_evs_revD2
[THEN subsetD]])

apply (drule A_trusts_secure_authenticator, assumption, assumption)

apply (simp add: honest_never_says_current_timestamp_in_auth)

done

lemma Tgs_authenticates_and_keydist_to_A:
"[ Crypt authK {Agent A, Number T2} € parts (spies evs);
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Tal
€ parts (spies evs);
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Key authK ¢ analz (spies evs);

A ¢ bad; evs € kerbIV |
= A Issues Tgs with (Crypt authK {Agent A, Number T2[}) on evs"
by (blast dest: A_Issues_Tgs Tgs_authenticates_A)

lemma Tgs_Issues_A:
"[ Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicket

[

€ set evs;

Key authK ¢ analz (spies evs); evs € kerbIV |
—> Tgs Issues A with

(Crypt authK {Key servK, Agent B, Number Ts, servTicket [}) on evs"
apply (simp (no_asm) add: Issues_def)
apply (rule exI)
apply (rule conjI, assumption)
apply (simp (no_asm))
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV.induct, analz_mono_contra)
apply (frule_tac [5] Says_ticket_parts)
apply (frule_tac [7] Says_ticket_parts)
apply (simp_all (no_asm_simp) add: all_conj_distrib)

K4

apply (simp add: takeWhile_tail)

apply (metis knows_Spy_partsEs(2) parts.Fst usedI used_evs_rev used_takeWhile_used)
done

lemma A_authenticates_and_keydist_to_Tgs:
"[Crypt authK {Key servK, Agent B, Number Ts, servTicket| € parts (spies evs);
Key authK ¢ analz (spies evs); B # Tgs; evs € kerbIV |
— JA. Tgs Issues A with
(Crypt authK {Key servK, Agent B, Number Ts, servTicket [}) on evs"
by (blast dest: Tgs_Issues_A servK_authentic_bis)

lemma B_Issues_A:
"[ Says B A (Crypt servK (Number T3)) € set evs;
Key servK ¢ analz (spies evs);
A ¢ bad; B ¢ bad; B # Tgs; evs € kerbIV |
= B Issues A with (Crypt servK (Number T3)) on evs"
apply (simp (no_asm) add: Issues_def)
apply (rule exI)
apply (rule conjI, assumption)
apply (simp (no_asm))
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV.induct, analz_mono_contra)
apply (frule_tac [5] Says_ticket_parts)
apply (frule_tac [7] Says_ticket_parts)
apply (simp_all (no_asm_simp) add: all_conj_distrib)
apply blast
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K6 requires numerous lemmas

apply (simp add: takeWhile_tail)

apply (blast dest: servTicket_authentic parts_spies_takeWhile_mono [THEN subsetD]
parts_spies_evs_revD2 [THEN subsetD] intro: Says_K6)

done

lemma B_Issues_A_r:
"[ Says B A (Crypt servK (Number T3)) € set evs;
Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts}}
€ parts (spies evs);
Crypt authK {Key servK, Agent B, Number Ts, servTicket|
€ parts (spies evs);
Crypt (shrK A) {Key authK, Agent Tgs, Number Ta, authTicketl]
€ parts (spies evs);
- expiredSK Ts evs; — expiredAK Ta evs;
A ¢ bad; B ¢ bad; B # Tgs; evs € kerbIV |
—> B Issues A with (Crypt servK (Number T3)) on evs"
by (blast dest!: Confidentiality_B B_Issues_4)

lemma u_B_Issues_A_r:
"[ Says B A (Crypt servK (Number T3)) € set evs;
Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|
€ parts (spies evs);
- expiredSK Ts evs;
A ¢ bad; B ¢ bad; B # Tgs; evs € kerbIV |
= B Issues A with (Crypt servK (Number T3)) on evs"
by (blast dest!: u_Confidentiality_B B_Issues_4)

lemma A_authenticates_and_keydist_to_B:
"[ Crypt servK (Number T3) € parts (spies evs);
Crypt authK {Key servK, Agent B, Number Ts, servTicket|
€ parts (spies evs);
Crypt (shrK A) {Key authK, Agent Tgs, Number Ta, authTicketl]
€ parts (spies evs);
Key authK ¢ analz (spies evs); Key servK ¢ analz (spies evs);
A ¢ bad; B ¢ bad; B # Tgs; evs € kerbIV |
= B Issues A with (Crypt servK (Number T3)) on evs"
by (blast dest!: A_authenticates_B B_Issues_A)

lemma A_authenticates_and_keydist_to_B_r:
"[ Crypt servK (Number T3) € parts (spies evs);
Crypt authK {Key servK, Agent B, Number Ts, servTicket|
€ parts (spies evs);
Crypt (shrK A) {Key authK, Agent Tgs, Number Ta, authTicket]
€ parts (spies evs);
- expiredAK Ta evs; — expiredSK Ts evs;
A ¢ bad; B ¢ bad; B # Tgs; evs € kerbIV |
— B Issues A with (Crypt servK (Number T3)) on evs"
by (blast dest!: A_authenticates_B_r Confidentiality_Serv_A B_Issues_A)

lemma A_Issues_B:
"[ Says A B {servTicket, Crypt servK {Agent A, Number T3}}
€ set evs;
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Key servK ¢ analz (spies evs);
B # Tgs; A ¢ bad; B ¢ bad; evs € kerbIV |
= A Issues B with (Crypt servK {Agent A, Number T3]}) on evs"
apply (simp (no_asm) add: Issues_def)
apply (rule exI)
apply (rule conjI, assumption)
apply (simp (no_asm))
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV.induct, analz_mono_contra)
apply (frule_tac [5] Says_ticket_parts)
apply (frule_tac [7] Says_ticket_parts)
apply (simp_all (no_asm_simp))
apply clarify

Kb

apply auto
apply (simp add: takeWhile_tail)

Level 15: case analysis necessary because the assumption doesn’t state the form of
servTicket. The guarantee becomes stronger.

apply (blast dest: Says_imp_spies [THEN analz.Inj, THEN analz_Decrypt’]
K3_imp_K2 servK_authentic_ter
parts_spies_takeWhile_mono [THEN subsetD]
parts_spies_evs_revD2 [THEN subsetD]
intro: Says_K5)
apply (simp add: takeWhile_tail)
done

lemma A_Issues_B_r:
"[ Says A B {servTicket, Crypt servKk {Agent A, Number T3[}}
€ set evs;
Crypt (shrK A) {Key authK, Agent Tgs, Number Ta, authTicket|
€ parts (spies evs);
Crypt authK {Key servK, Agent B, Number Ts, servTicketl]
€ parts (spies evs);
— expiredAK Ta evs; — expiredSK Ts evs;
B # Tgs; A ¢ bad; B ¢ bad; evs € kerbIV ]
—> A Issues B with (Crypt servK {Agent A, Number T3]}) on evs"
by (blast dest!: Confidentiality_Serv_A A_Issues_B)

lemma B_authenticates_and_keydist_to_A:
"[ Crypt servK {Agent A, Number T3|} € parts (spies evs);
Crypt (shrK B) {Agent A, Agent B, Key servK, Number Tsl|
€ parts (spies evs);
Key servK ¢ analz (spies evs);
B # Tgs; A ¢ bad; B ¢ bad; evs € kerbIV ]
—> A Issues B with (Crypt servK {Agent A, Number T3]}) on evs"
by (blast dest: B_authenticates_A A_Issues_B)

lemma B_authenticates_and_keydist_to_A_r:
"[ Crypt servK {Agent A, Number T3|} € parts (spies evs);
Crypt (shrK B) {Agent A, Agent B, Key servK, Number Tsl|
€ parts (spies evs);
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Crypt authK {Key servK, Agent B, Number Ts, servTicket|
€ parts (spies evs);

Crypt (shrK A) {Key authK, Agent Tgs, Number Ta, authTicket]
€ parts (spies evs);

- expiredSK Ts evs; — expiredAK Ta evs;

B # Tgs; A ¢ bad; B ¢ bad; evs € kerbIV |

—> A Issues B with (Crypt servK {Agent A, Number T3]}) on evs"
by (blast dest: B_authenticates_A Confidentiality_B A_Issues_B)

u_B_authenticates_and_keydist_to_A would be the same as B_authenticates_and_keydist_to_A
because the servK confidentiality assumption is yet unrelaxed

lemma u_B_authenticates_and_keydist_to_A_r:
"[ Crypt servK {Agent A, Number T3]} € parts (spies evs);
Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|
€ parts (spies evs);
— expiredSK Ts evs;
B # Tgs; A ¢ bad; B ¢ bad; evs € kerbIV |
= A Issues B with (Crypt servK {Agent A, Number T3}) on evs"

by (blast dest: u_B_authenticates_A_r u_Confidentiality_B A_Issues_B)

end

7 The Kerberos Protocol, Version IV

theory KerberosIV_Gets imports Public begin

The ”u” prefix indicates theorems referring to an updated version of the pro-
tocol. The ”1r” suffix indicates theorems where the confidentiality assumptions
are relaxed by the corresponding arguments.

abbreviation
Kas :: agent where "Kas == Server"

abbreviation
Tgs :: agent where "Tgs == Friend 0"

axiomatization where
Tgs_not_bad [iff]: "Tgs ¢ bad"
— Tgs is secure — we already know that Kas is secure

definition

authKeys :: "event list => key set" where
"authKeys evs = {authK. JA Peer Ta. Says Kas A
(Crypt (shrK A) {Key authK, Agent Peer, Number Ta,
(Crypt (shrK Peer) {Agent A, Agent Peer, Key authK, Number
Tal})
}) € set evs}"

definition
on _" [0, 50] 50)

Unique :: "[event, event list] => bool" ("Unique
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where "(Unique ev on evs) = (ev ¢ set (tl (dropWhile () z. z # ev) evs)))"

consts
authKlife :: nat
servKlife :: nat
authlife :: nat
replylife :: nat

specification (authKlife)
authKlife_LB [iff]: "2 < authKlife"
by blast

specification (servKlife)
servKlife_LB [iff]: "2 + authKlife < servKlife"
by blast

specification (authlife)
authlife_LB [iff]: "Suc 0 < authlife"
by blast

specification (replylife)
replylife_LB [iff]: "Suc 0 < replylife"
by blast

abbreviation

CT :: "event list=>nat" where
"CT == length"

abbreviation
expiredAK :: "[nat, event list] => bool" where
"expiredAK Ta evs == authKlife + Ta < CT evs"

abbreviation
expiredSK :: "[nat, event list] => bool" where
"expiredSK Ts evs == servKlife + Ts < CT evs"
abbreviation
expiredA :: "[nat, event list] => bool" where
"expiredA T evs == authlife + T < CT evs"
abbreviation
valid :: "[nat, nat] => bool" ("valid _ wrt _" [0, 50] 50) where

"valid T1 wrt T2 == T1 <= replylife + T2"
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definition AKcryptSK :: "[key, key, event list] => bool" where
"AKcryptSK authK servK evs ==
JA4 B Ts.

Says Tgs A (Crypt authK
{Key servK, Agent B, Number Ts,
Crypt (shrK B) {Agent A, Agent B, Key servK, Number

Ts} )
€ set evs"
inductive_set "kerbIV_gets" :: "event list set"
where

Nil: "[] € kerbIV_gets"

| Fake: "[ evsf € kerbIV_gets; X € synth (analz (spies evsf)) |
— Says Spy B X # evsf € kerbIV_gets"

| Reception: "[ evsr € kerbIV_gets; Says A B X € set evsr |
—> Gets B X # evsr € kerbIV_gets"

| K1: "] evsl € kerbIV_gets ]
—> Says A Kas {Agent A, Agent Tgs, Number (CT evsl)| # evsl
€ kerbIV_gets"

| K2: "[ evs2 € kerbIV_gets; Key authK ¢ used evs2; authK € symKeys;
Gets Kas {Agent A, Agent Tgs, Number T1}} € set evs2 |
— Says Kas A
(Crypt (shrK A) {Key authK, Agent Tgs, Number (CT evs2),
(Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authk,
Number (CT evs2)|)[}) # evs2 € kerbIV_gets"

| K3: "[ evs3 € kerbIV_gets;
Says A Kas {Agent A, Agent Tgs, Number T1} € set evs3;
Gets A (Crypt (shrK A) {Key authK, Agent Tgs, Number Ta,
authTicket|}) € set evs3;
valid Ta wrt T1
I
—> Says A Tgs {authTicket,
(Crypt authK {Agent A, Number (CT evs3)|),
Agent B|} # evs3 € kerbIV_gets"



117

| K4: "[ evs4 € kerbIV_gets; Key servK ¢ used evs4; servK € symKeys;
B # Tgs; authK € symKeys;
Gets Tgs {
(Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK,
Number Tal),
(Crypt authK {Agent A, Number T2]}), Agent B[
€ set evs4;
- expiredAK Ta evs4;
- expiredA T2 evs4;
servKlife + (CT evs4) <= authKlife + Ta
I
—> Says Tgs A
(Crypt authK {Key servK, Agent B, Number (CT evs4),
Crypt (shrK B) {Agent A, Agent B, Key servk,
Number (CT evs4)|} |})
# evs4 € kerbIV_gets"

| K5: "[ evs5 € kerbIV_gets; authK € symKeys; servK € symKeys;
Says A Tgs
{authTicket, Crypt authK {Agent A, Number T2},
Agent B[}
€ set evs5;
Gets A
(Crypt authK {Key servK, Agent B, Number Ts, servTicketl]})
€ set evs5;
valid Ts wrt T2 |
= Says A B {servTicket,
Crypt servKk {Agent A, Number (CT evs5)]} |}
# evsS € kerbIV_gets"

| K6: "[ evs6 € kerbIV_gets;

Gets B {
(Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|),
(Crypt servK {Agent A, Number T3})[

€ set evsé6;

- expiredSK Ts evs6;

- expiredA T3 evs6

I
—> Says B A (Crypt servK (Number T3))

# evs6 € kerbIV_gets"
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| Oopsi: "[ evs01 € kerbIV_gets; A # Spy;
Says Kas A
(Crypt (shrK A) {Key authK, Agent Tgs, Number Ta,
authTicket[}) € set evs01;
expiredAK Ta evs01 |
—> Says A Spy {Agent A, Agent Tgs, Number Ta, Key authKl]
# evsOl € kerbIV_gets"

| Oops2: "[ evs02 € kerbIV_gets; A # Spy;
Says Tgs A
(Crypt authK {Key servK, Agent B, Number Ts, servTicketl|)
€ set evs02;
expiredSK Ts evs02 |
= Says A Spy {Agent A, Agent B, Number Ts, Key servK}
# evs02 € kerbIV_gets"

declare Says_imp_knows_Spy [THEN parts.Inj, dest]
declare parts.Body [dest]

declare analz_into_parts [dest]

declare Fake_parts_insert_in_Un [dest]

7.1 Lemmas about reception event

lemma Gets_imp_Says :
"[ Gets B X € set evs; evs € kerbIV_gets | = JA. Says A B X € set
evs"
apply (erule rev_mp)
apply (erule kerbIV_gets.induct)
apply auto
done

lemma Gets_imp_knows_Spy:
"[ Gets B X € set evs; evs € kerbIV_gets | = X € knows Spy evs"
by (blast dest!: Gets_imp_Says Says_imp_knows_Spy)

declare Gets_imp_knows_Spy [THEN parts.Inj, dest]
lemma Gets_imp_knows:

"[ Gets B X € set evs; evs € kerbIV_gets | = X € knows B evs"
by (metis Gets_imp_knows_Spy Gets_imp_knows_agents)

7.2 Lemmas about authkeys

lemma authKeys_empty: "authKeys [] = {}"
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by (simp add: authKeys_def)

lemma authKeys_not_insert:
"(VA Ta akey Peer.
ev # Says Kas A (Crypt (shrK A) {akey, Agent Peer, Ta,
(Crypt (shrK Peer) {Agent A, Agent Peer, akey, Tal)]}))
— authKeys (ev # evs) = authKeys evs"
by (unfold authKeys_def, auto)

lemma authKeys_insert:
"authKeys
(Says Kas A (Crypt (shrK A) {Key K, Agent Peer, Number Ta,
(Crypt (shrK Peer) {Agent A, Agent Peer, Key K, Number Tal)|) # evs)
= insert K (authKeys evs)"
by (unfold authKeys_def, auto)

lemma authKeys_simp:
"K € authKeys
(Says Kas A (Crypt (shrK A) {Key K’, Agent Peer, Number Ta,
(Crypt (shrK Peer) {Agent A, Agent Peer, Key K’, Number Tal)|) # evs)
= K = K’ | K € authKeys evs"
by (unfold authKeys_def, auto)

lemma authKeysI:
"Says Kas A (Crypt (shrK A) {Key K, Agent Tgs, Number Ta,
(Crypt (shrK Tgs) {Agent A, Agent Tgs, Key K, Number Tal)[}) € set evs
—> K € authKeys evs"
by (unfold authKeys_def, auto)

lemma authKeys_used: "K € authKeys evs — Key K € used evs"
by (simp add: authKeys_def, blast)

7.3 Forwarding Lemmas

lemma Says_ticket_parts:
"Says S A (Crypt K {SesKey, B, TimeStamp, Ticket]) € set evs
= Ticket € parts (spies evs)"

by blast

lemma Gets_ticket_parts:

"[Gets A (Crypt K {SesKey, Peer, Ta, Ticket|}) € set evs; evs € kerbIV_gets
I

— Ticket € parts (spies evs)"

by (blast dest: Gets_imp_knows_Spy [THEN parts.Inj])

lemma Oops_range_spiesi:
"[ Says Kas A (Crypt KeyA {Key authK, Peer, Ta, authTicket|)
€ set evs ;
evs € kerbIV_gets | —> authK ¢ range shrK & authK € symKeys"
apply (erule rev_mp)
apply (erule kerbIV_gets.induct, auto)
done

lemma Oops_range_spies2:
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"[ Says Tgs A (Crypt authK {Key servK, Agent B, Ts, servTicketl|})
& set evs ;
evs € kerbIV_gets | = servK ¢ range shrK & servK € symKeys"
apply (erule rev_mp)
apply (erule kerbIV_gets.induct, auto)
done

lemma Spy_see_shrK [simp]:
"evs € kerbIV_gets = (Key (shrK A) € parts (spies evs))
apply (erule kerbIV_gets.induct)
apply (frule_tac [8] Gets_ticket_parts)
apply (frule_tac [6] Gets_ticket_parts, simp_all)
apply (blast+)
done

(A € bad)"

lemma Spy_analz_shrK [simp]:
"evs € kerbIV_gets —> (Key (shrK A) € analz (spies evs))
by auto

(A € bad)"

lemma Spy_see_shrK_D [dest!]:
"[ Key (shrkK A) € parts (spies evs); evs € kerbIV_gets | —> A:bad"
by (blast dest: Spy_see_shrK)
lemmas Spy_analz_shrK_D = analz_subset_parts [THEN subsetD, THEN Spy_see_shrK_D,
dest!]

Nobody can have used non-existent keys!

lemma new_keys_not_used [simp]:
"[Key K ¢ used evs; K € symKeys; evs € kerbIV_gets]
=—> K ¢ keysFor (parts (spies evs))"

apply (erule rev_mp)

apply (erule kerbIV_gets.induct)

apply (frule_tac [8] Gets_ticket_parts)

apply (frule_tac [6] Gets_ticket_parts, simp_all)

Fake
apply (force dest!: keysFor_parts_insert)

Others

apply (force dest!: analz_shrK_Decrypt)+
done

lemma new_keys_not_analzd:
"[evs € kerbIV_gets; K € symKeys; Key K ¢ used evs]
—> K ¢ keysFor (analz (spies evs))"
by (blast dest: new_keys_not_used intro: keysFor_mono [THEN subsetD])

7.4 Regularity Lemmas
These concern the form of items passed in messages

Describes the form of all components sent by Kas
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lemma Says_Kas_message_form:
"[ Says Kas A (Crypt K {Key authK, Agent Peer, Number Ta, authTicketl]})
€ set evs;
evs € kerbIV_gets | =
K = shrK A & Peer = Tgs &
authK ¢ range shrK & authK € authKeys evs & authK € symKeys &
authTicket = (Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Tal})"
apply (erule rev_mp)
apply (erule kerbIV_gets.induct)
apply (simp_all (no_asm) add: authKeys_def authKeys_insert)
apply blast+
done

lemma SesKey_is_session_key:

"[ Crypt (shrK Tgs_B) {Agent A, Agent Tgs_B, Key SesKey, Number T|

€ parts (spies evs); Tgs_B ¢ bad;
evs € kerbIV_gets |

—> SesKey ¢ range shrK"
apply (erule rev_mp)
apply (erule kerbIV_gets.induct)
apply (frule_tac [8] Gets_ticket_parts)
apply (frule_tac [6] Gets_ticket_parts, simp_all, blast)
done

lemma authTicket_authentic:
"[ Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Tal
€ parts (spies evs);
evs € kerbIV_gets |
—> Says Kas A (Crypt (shrK A) {Key authK, Agent Tgs, Number Ta,
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Talt])
€ set evs"
apply (erule rev_mp)
apply (erule kerbIV_gets.induct)
apply (frule_tac [8] Gets_ticket_parts)
apply (frule_tac [6] Gets_ticket_parts, simp_all)

Fake, K4

apply (blast+)
done

lemma authTicket_crypt_authK:

"[ Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Tal

€ parts (spies evs);
evs € kerbIV_gets |

—> authK € authKeys evs"
apply (frule authTicket_authentic, assumption)
apply (simp (no_asm) add: authKeys_def)
apply blast
done

lemma Says_Tgs_message_form:
"[ Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicketl[})
€ set evs;
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evs € kerbIV_gets |
— B # Igs &

authK ¢ range shrK & authK € authKeys evs & authK € symKeys &

servK ¢ range shrK & servK ¢ authKeys evs & servK € symKeys &

servTicket = (Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts[)"
apply (erule rev_mp)
apply (erule kerbIV_gets.induct)
apply (simp_all add: authKeys_insert authKeys_not_insert authKeys_empty authKeys_simp,
blast, auto)

Three subcases of Message 4

apply (blast dest!: SesKey_is_session_key)

apply (blast dest: authTicket_crypt_authK)

apply (blast dest!: authKeys_used Says_Kas_message_form)
done

lemma authTicket_form:
"[ Crypt (shrK A) {Key authK, Agent Tgs, Ta, authTicketl]
€ parts (spies evs);
A ¢ bad;
evs € kerbIV_gets |
—> authK ¢ range shrK & authK € symKeys &
authTicket = Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Tal"
apply (erule rev_mp)
apply (erule kerbIV_gets.induct)
apply (frule_tac [8] Gets_ticket_parts)
apply (frule_tac [6] Gets_ticket_parts, simp_all)
apply blast+
done

This form holds also over an authTicket, but is not needed below.

lemma servTicket_form:
"[ Crypt authK {Key servK, Agent B, Ts, servTicket]
€ parts (spies evs);
Key authK ¢ analz (spies evs);
evs € kerbIV_gets ]
—> servK ¢ range shrK & servK € symKeys &
(3A. servTicket = Crypt (shrK B) {Agent A, Agent B, Key servK, Ts|)"
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV_gets.induct, analz_mono_contra)
apply (frule_tac [8] Gets_ticket_parts)
apply (frule_tac [6] Gets_ticket_parts, simp_all, blast)
done

Essentially the same as authTicket_form

lemma Says_kas_message_form:
"[ Gets A (Crypt (shrK A)
{Key authK, Agent Tgs, Ta, authTicket|}) € set evs;
evs € kerbIV_gets |
—> authK ¢ range shrK & authK € symKeys &
authTicket =
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Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Tal
| authTicket € analz (spies evs)"
by (blast dest: analz_shrK_Decrypt authTicket_form
Gets_imp_knows_Spy [THEN analz.Inj])

lemma Says_tgs_message_form:
"[ Gets A (Crypt authK {Key servK, Agent B, Ts, servTicketl})
€ set evs; authK € symKeys;
evs € kerbIV_gets ]
= servK ¢ range shrK &
(3A. servTicket =
Crypt (shrK B) {Agent A, Agent B, Key servK, Ts|)
| servTicket € analz (spies evs)"
apply (frule Gets_imp_knows_Spy [THEN analz.Inj], auto)
apply (force dest!: servTicket_form)
apply (frule analz_into_parts)
apply (frule servTicket_form, auto)
done

7.5 Authenticity theorems: confirm origin of sensitive mes-
sages

lemma authK_authentic:
"[ Crypt (shrK A) {Key authK, Peer, Ta, authTicket]
€ parts (spies evs);
A ¢ bad; evs € kerbIV_gets |
—> Says Kas A (Crypt (shrK A) {Key authK, Peer, Ta, authTicketl]})
€ set evs"
apply (erule rev_mp)
apply (erule kerbIV_gets.induct)
apply (frule_tac [8] Gets_ticket_parts)
apply (frule_tac [6] Gets_ticket_parts, simp_all)

Fake
apply blast
K4

apply (blast dest!: authTicket_authentic [THEN Says_Kas_message_form])
done

If a certain encrypted message appears then it originated with Tgs

lemma servK_authentic:
"[ Crypt authK {Key servK, Agent B, Number Ts, servTicket]
€ parts (spies evs);

Key authK ¢ analz (spies evs);

authK ¢ range shrk;

evs € kerbIV_gets |
= JA. Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicketl]})

€ set evs"

apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV_gets.induct, analz_mono_contra)
apply (frule_tac [8] Gets_ticket_parts)
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apply (frule_tac [6] Gets_ticket_parts, simp_all)
Fake

apply blast

K2
apply blast

K4

apply auto
done

lemma servK_authentic_bis:
"[ Crypt authK {Key servK, Agent B, Number Ts, servTicketl|}
€ parts (spies evs);

Key authK ¢ analz (spies evs);

B # Tgs;

evs € kerbIV_gets |
= JA. Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicketl})

€ set evs"

apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV_gets.induct, analz_mono_contra)
apply (frule_tac [8] Gets_ticket_parts)
apply (frule_tac [6] Gets_ticket_parts, simp_all)

Fake

apply blast

K4

apply blast
done

Authenticity of servK for B

lemma servTicket_authentic_Tgs:
"[ Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|}
€ parts (spies evs); B # Tgs; B ¢ bad;
evs € kerbIV_gets |

— Jauthk.

Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts,

Crypt (shrK B) {Agent A, Agent B, Key servK, Number Tsl|[})

€ set evs'"
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV_gets.induct)
apply (frule_tac [8] Gets_ticket_parts)
apply (frule_tac [6] Gets_ticket_parts, simp_all)
apply blast+
done

Anticipated here from next subsection

lemma K4_imp_K2:
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"[ Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicketl|})
€ set evs; evs € kerbIV_gets]
—> JTa. Says Kas A
(Crypt (shrK A)
{Key authK, Agent Tgs, Number Ta,
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Tal]})
€ set evs"
apply (erule rev_mp)
apply (erule kerbIV_gets.induct)
apply (frule_tac [8] Gets_ticket_parts)
apply (frule_tac [6] Gets_ticket_parts, simp_all, auto)
apply (blast dest!: Gets_imp_knows_Spy [THEN parts.Inj, THEN parts.Fst, THEN
authTicket_authentic])
done

Anticipated here from next subsection

lemma u_K4_imp_K2:
"[ Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts, servTicketl|})
€ set evs; evs € kerbIV_gets]
= JTa. (Says Kas A (Crypt (shrK A) {Key authK, Agent Tgs, Number Ta,
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Talt]})
€ set evs
& servKlife + Ts <= authKlife + Ta)"
apply (erule rev_mp)
apply (erule kerbIV_gets.induct)
apply (frule_tac [8] Gets_ticket_parts)
apply (frule_tac [6] Gets_ticket_parts, simp_all, auto)
apply (blast dest!: Gets_imp_knows_Spy [THEN parts.Inj, THEN parts.Fst, THEN
authTicket_authentic])
done

lemma servTicket_authentic_Kas:
"[ Crypt (shrK B) {Agent A, Agent B, Key servK, Number Tsl|
€ parts (spies evs); B # Tgs; B ¢ bad;
evs € kerbIV_gets |
— JauthK Ta.
Says Kas A
(Crypt (shrK A) {Key authK, Agent Tgs, Number Ta,
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Talt])
€ set evs"
by (blast dest!: servTicket_authentic_Tgs K4_imp_K2)

lemma u_servTicket_authentic_Kas:
"[ Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts}|
€ parts (spies evs); B # Tgs; B ¢ bad;
evs € kerbIV_gets |
—> JauthK Ta. Says Kas A (Crypt(shrK A) {Key authK, Agent Tgs, Number Ta,
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Talt]})
€ set evs

& servKlife + Ts <= authKlife + Ta"

by (blast dest!: servTicket_authentic_Tgs u_K4_imp_K2)

lemma servTicket_authentic:
"[ Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|
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€ parts (spies evs); B # Tgs; B ¢ bad;
evs € kerbIV_gets |
= dTa authK.
Says Kas A (Crypt (shrK A) {Key authK, Agent Tgs, Number Ta,
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number
Talt})
€ set evs
& Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts,
Crypt (shrK B) {Agent A, Agent B, Key servK, Number Tsl|]})
€ set evs"
by (blast dest: servTicket_authentic_Tgs K4_imp_K2)

lemma u_servTicket_authentic:
"[ Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|
€ parts (spies evs); B # Tgs; B ¢ bad;
evs € kerbIV_gets |
— dTa authK.
(Says Kas A (Crypt (shrK A) {Key authK, Agent Tgs, Number Ta,
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number
Talt})
€ set evs
& Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts,
Crypt (shrK B) {Agent A, Agent B, Key servK, Number Ts|[})
€ set evs
& servKlife + Ts <= authKlife + Ta)"
by (blast dest: servTicket_authentic_Tgs u_K4_imp_K2)

lemma u_NotexpiredSK_NotexpiredAK:
"[ — expiredSK Ts evs; servKlife + Ts <= authKlife + Ta |
— — expiredAK Ta evs"

by (blast dest: leI le_trans dest: leD)

7.6 Reliability: friendly agents send something if some-
thing else happened

lemma K3_imp_K2:
"[ Says A Tgs
{authTicket, Crypt authK {Agent A, Number T2}, Agent B|}
€ set evs;
A ¢ bad; evs € kerbIV_gets |
—> JTa. Says Kas A (Crypt (shrK A)
{Key authK, Agent Tgs, Number Ta, authTicket|)
€ set evs"
apply (erule rev_mp)
apply (erule kerbIV_gets.induct)
apply (frule_tac [8] Gets_ticket_parts)
apply (frule_tac [6] Gets_ticket_parts, simp_all, blast, blast)
apply (blast dest: Gets_imp_knows_Spy [THEN parts.Inj, THEN authK_authentic])
done

Anticipated here from next subsection. An authK is encrypted by one and only
one Shared key. A servK is encrypted by one and only one authK.

lemma Key_unique_SesKey:
"[ Crypt K {Key SesKey, Agent B, T, Ticketl]
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€ parts (spies evs);
Crypt K’ {Key SesKey, Agent B’, T’, Ticket’|
€ parts (spies evs); Key SesKey ¢ analz (spies evs);
evs € kerbIV_gets |
—> K=K’ & B=B’ & T=T’ & Ticket=Ticket’"
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV_gets.induct, analz_mono_contra)
apply (frule_tac [8] Gets_ticket_parts)
apply (frule_tac [6] Gets_ticket_parts, simp_all)

Fake, K2, K4

apply (blast+)
done

lemma Tgs_authenticates_A:
"[ Crypt authK {Agent A, Number T2|} € parts (spies evs);
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Tal
€ parts (spies evs);
Key authK ¢ analz (spies evs); A ¢ bad; evs € kerbIV_gets |
= 3 B. Says A Tgs {
Crypt (shrK Tgs) {Agent A, Agent Tgs, Key authK, Number Tal,
Crypt authK {Agent A, Number T2]}, Agent B | € set evs"
apply (drule authTicket_authentic, assumption, rotate_tac 4)
apply (erule rev_mp, erule rev_mp, erule rev_mp)
apply (erule kerbIV_gets.induct, analz_mono_contra)
apply (frule_tac [6] Gets_ticket_parts)
apply (frule_tac [9] Gets_ticket_parts)
apply (simp_all (no_asm_simp) add: all_conj_distrib)

Fake

apply blast

K2

apply (force dest!: Crypt_imp_keysFor)
K3

apply (blast dest: Key_unique_SesKey)

K5

If authKa were compromised, so would be authK

apply (case_tac "Key authKa € analz (spies evs5)")
apply (force dest!: Gets_imp_knows_Spy [THEN analz.Inj, THEN analz.Decrypt,
THEN analz.Fst])

Besides, since authKa originated with Kas anyway...

apply (clarify, drule K3_imp_K2, assumption, assumption)
apply (clarify, drule Says_Kas_message_form, assumption)

...it cannot be a shared key*. Therefore servK_authentic applies. Contradition: Tgs
used authK as a servkey, while Kas used it as an authkey
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apply
done
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(blast dest: servK_authentic Says_Tgs_message_form)

lemma Says_K5:
"[ Crypt servKk {Agent A, Number T3|} € parts (spies evs);

Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts,
servTicket|}) € set evs;

Key servK ¢ analz (spies evs);

A ¢ bad; B ¢ bad; evs € kerbIV_gets ]

—> Says A B {servTicket, Crypt servK {Agent A, Number T3}} € set evs"

apply
apply
apply
apply
apply
apply
apply
apply

K3
apply
K4
apply
K5

apply
done

(erule rev_mp)

(erule rev_mp)

(erule rev_mp)

(erule kerbIV_gets.induct, analz_mono_contra)
(frule_tac [6] Gets_ticket_parts)

(frule_tac [9] Gets_ticket_parts)

(simp_all (no_asm_simp) add: all_conj_distrib)
blast

(blast dest: authK_authentic Says_Kas_message_form Says_Tgs_message_form)

(force dest!: Crypt_imp_keysFor)

(blast dest: Key_unique_SesKey)

Anticipated here from next subsection

lemma unique_CryptKey:
"[ Crypt (shrK B) {Agent A, Agent B, Key SesKey, T}

apply
apply
apply
apply
apply
apply

€ parts (spies evs);
Crypt (shrK B’) {Agent A’, Agent B’, Key SesKey, T’|}

€ parts (spies evs); Key SesKey ¢ analz (spies evs);
evs € kerbIV_gets |

— A=A’ & B=B’ & T=T’"

(erule rev_mp)

(erule rev_mp)

(erule rev_mp)

(erule kerbIV_gets.induct, analz_mono_contra)
(frule_tac [8] Gets_ticket_parts)

(frule_tac [6] Gets_ticket_parts, simp_all)

Fake, K2, K4

apply
done

(blast+)

lemma Says_K6:
"[ Crypt servKk (Number T3) € parts (spies evs);

Says Tgs A (Crypt authK {Key servK, Agent B, Number Ts,
servTicket]}) € set evs;
Key servK ¢ analz (spies evs);
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A ¢ bad; B ¢ bad; evs € kerbIV_gets |

—> Says B A (Crypt servK (Number T3)) € set evs"
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule rev_mp)
apply (erule kerbIV_gets.induct, analz_mono_contra)
apply (frule_tac [8] Gets_ticket_parts)
apply (frule_tac [6] Gets_ticket_parts)
apply (simp_all (no_asm_simp))
apply blast
apply (force dest!: Crypt_imp_keysFor, clarify)
apply (frule Says_Tgs_message_form, assumption, clarify)
apply (blast dest: unique_CryptKey)
done

Needs a unicity theorem, hence moved here